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EXECUTIVE SUMMARY
Satellite pay-TV free-to-air (FTA) service theft causes staggering losses
globally. In the Spanish- and Portuguese-speaking countries of South
America alone, the geographic focus of this paper, governments are
estimated to lose over $240 million annually in uncollected taxes and
fees. FTA service theft also substantially harms the entire pay-TV industry,
both satellite and cable, by removing viewers from the legitimate market.
Industrywide losses to operators and programmers are estimated to be over
$1.7 billion annually. In fact, all of society suffers, including through likely
exposure to transnational organized crime and weakened cybersecurity.
FTA service theft is a form of piracy. It is a well-organized crossborder
industry that misappropriates the control words, or keys, that unlock satellite
pay-TV programming and distributes them over telecommunications links,
allowing millions of viewers to access private broadcasts through the use of
rogue satellite receivers, euphemistically called free-to-air devices. These
pleasantly named receivers are not primarily designed to permit legitimate
viewing of free-to-air, or unencrypted, broadcasts, as their name would
suggest. Rather, their primary purpose is to receive and process stolen
keys from telecommunications links and, thereby, enable interception
of private broadcasting, without compensation to legal providers. These
devices have become synonymous with this form of service theft which,
because of its reliance on telecommunications links, is also known as
Internet key sharing or satellite key sharing.
FTA service theft is bold. Rogue FTA device manufacturers and vendors
openly advertise the service-theft capabilities of their receivers on offer.
On their websites, FTA service-theft enterprises flaunt their access to the
programming of pay-TV operators, claim the superiority of their services
over those of rivals, post payment plans and payment methods, and offer
customer support tips. As in legitimate businesses, global social media
sites are leveraged to stay in contact with customers.
The fight against FTA service theft can take several approaches.
For example, Uruguay bans rogue satellite receivers and, within its
intellectual property (IP) law, criminalizes acts that, among other things,
circumvent a rights holder’s technical protection. Other possibilities are
to attack it like the theft of electricity or as IP infringement, apart from any
consideration of the circumvention of technical protection.
This paper argues that there is an additional strategy: combatting
FTA service theft as a non-IP cybercrime. The term non-IP cybercrime
is shorthand for a cybercrime that may involve IP theft but is not
dependent upon proof of an infringement. In fact, infringement is
irrelevant to criminal prosecution.
FTA service theft is unequivocally a non-IP cybercrime. Specifically, in
this form of theft, perpetrators:

Satellite Pay-TV Free-to-Air Service Theft
The term satellite pay-TV free-to-air service theft seems
to mix unrelated and, indeed, contradictory ideas
because it encompasses a term, free to air, that, at
first glance, bears no relationship to either pay-TV or
service theft. Free to air normally means unencrypted
broadcasting and, by extension, the satellite receivers
that legitimately capture those broadcasts.
But criminals have turned free to air upside down by
using it to describe rogue satellite receivers primarily
intended to illegally intercept encrypted satellite pay-TV
signals. Satellite pay-TV free-to-air service theft is therefore
a precise term that identifies the form of pay-TV service
theft that relies on these rogue satellite receivers.

Key Findings
Satellite pay-TV free-to-air (FTA) service theft
causes billion-dollar losses annually.
Decryption keys are stolen, and then
distributed to rogue FTA satellite TV receivers
over telecommunications links through
computer and networking technologies. These
receivers process the stolen keys to enable
illegal viewing of pay-TV.
FTA service theft, which fits the definition of
a non-IP cybercrime, should be recognized
and prosecuted as such. Doing so will open
an additional front in the fight against this
form of piracy, independent of IP infringement
considerations.
South America is making uneven progress
against cybercrime, and can do more. To
respond to all cybercrimes, including FTA
service theft, criminal justice systems should
be strengthened and cyber public-private
partnerships created.
Actions taken to fight FTA service theft as a non-IP
cybercrime will bolster the offensive against all
cybercrimes and enhance overall cybersecurity.

Exploit unauthorized access to broadcaster systems and, by
interfering with the normal data processing of the systems,
circumvent system security;
Through that interference, gain control of the decryption key stream, so as to distribute it by servers via telecommunications
links to their customers’ rogue satellite receivers; and
By doing so, enable their customers’ receivers to intercept the private communications of pay-TV broadcasters for purposes
of viewing their programming through unauthorized access to broadcaster systems.
Computer and networking technologies are not only crucial to committing the criminal act, these technologies, themselves, are targets.
As such, FTA service theft clearly exhibits aspects commonly found in cybercrime definitions, such as the one offered in this paper:

© 2016 Alianza. All rights reserved.

ii

Cybercrimes involve conventional or novel criminal acts in
which the use of computer technologies, alone, or the use of
computer and networking technologies, together, play integral
roles in the commission of such acts, and may themselves be
the targets of such acts.
Furthermore, FTA service theft is accomplished through conduct
that can be categorized as four generally recognized non-IP
cybercrimes, namely:
1.

Unauthorized access to systems and 			
circumvention of data protection;

2.

Computer fraud (in this case, interference with 		
normal data processing);

3.

Making available and distribution of misuse-			
of-device tools (in this case, the decryption 			
keys); and

4.

Illegal interception of private communications.

FTA service theft’s alignment with non-IP cybercrime elements
presents an important new legal mechanism of enforcement, and
one that offers valuable advantages beyond suppressing this
form of commercial-scale theft. By arming themselves to fight the
theft’s four cybercrime elements, governments can strengthen
their overall offense against other non-IP cybercrimes and, as
a result, boost cybersecurity. It is estimated that all cybercrime
costs Latin America and the Caribbean $90 billion a year.
The requisite instruments for effectively investigating, prosecuting,
and adjudicating cybercrimes are well-known, and uniformly
advocated by experts. Simply stated, these are new or amended
laws attuned to the particularities of digital crimes and evidence
collection; cyber-dedicated police and prosecutors; cyber training
for police, prosecutors, and judges; and collaborative relationships
aimed at fomenting international law-enforcement and prosecutorial
cooperation and specialized knowledge-sharing.
At least three of the four non-IP cybercrime elements of FTA
service theft are criminalized in six of the 10 countries of Spanishand Portuguese-speaking South America, namely, Argentina,
Colombia, Ecuador, Paraguay, Peru, and Venezuela. Bolivia and
Chile criminalize two; Brazil, one. Uruguay criminalizes none.
Cyber-attuned laws on digital-evidence collection also exist in
the region, but not in those countries that arguably have the
most effective cyber legal regime criminalizing the elements
of FTA service theft. Paraguay and Peru, which criminalize all
four elements, have no procedural laws taking into account the
characteristics of digital evidence, while Brazil, which falls short
on cyber criminalization, has lawful interception provisions that
explicitly reference machine-to-machine communications. All the
countries criminalizing at least one element of FTA service theft—
that is, all but Uruguay—have cyber-dedicated police. Only three
of the nine, Argentina, Colombia, and Paraguay, have cyberdedicated prosecutorial units as well. Training organizations for
police, prosecutors, and judges exist in all nine countries, but
data differentiating such training is not readily available.
A ranking of the nine countries, from the most to the least prepared
to fight the non-IP cybercrime elements of FTA service theft, can be
constructed by consolidating this paper’s relative assessments on
all these factors, except training, which is excluded because of the
© 2016 Alianza. All rights reserved.

absence of differentiating criteria. The ranking is 1: Argentina and
Colombia; 2: Paraguay; 3: Chile, Ecuador, and Peru; 4: Brazil and
Venezuela, and 5: Bolivia. Although at best a rough estimate, the
ranking is a handy snapshot of this paper’s relative assessments.
A more sophisticated ranking can be built only with data on the
effectiveness of cyber-related laws and law-enforcement and
prosecutorial actions relevant to FTA service theft, combined with
data on training.
Collaborative relationships are paramount in the fight against
any form of cybercrime, including FTA service theft. Mutual
legal assistance and extradition treaties, as well as training and
knowledge-sharing, are supplemented and reinforced through
platforms operated by the Organization of American States, the
Conference of Justice Ministers of Ibero-American Countries, the
Ibero-American Network of International Legal Cooperation, the
Community of Police Forces of the Americas, and others. In 2014,
the Conference drafted two cybercrime instruments, which aim at
harmonizing laws and improving digital-evidence collection. To
date, of the member countries in South America, Peru has signed
both instruments.
A more effective collaborative tool available to South America
is the Council of Europe’s 2001 Cybercrime, or Budapest,
Convention. Indeed, accession invitations have been extended
to Argentina, Chile, Colombia, Paraguay, and Peru. Among other
goals, the Convention seeks legal harmonization, facilitation of
mutual legal assistance and extradition, and technical cooperation.
Collaborative relationships should also include public-private
partnerships, given the overwhelming role of the private sector
as developers, owners, and operators of cyber infrastructure and
technology. These partnerships are limited in the region.
As its primary recommendation, this paper calls on South
American countries to recognize FTA service theft as a
cybercrime, irrespective of IP infringement implications, and to
prosecute FTA service-theft enterprises on that basis, in addition
to any other available grounds. Furthermore—as part of their
fight against all cybercrime—South American countries should:
Strengthen or establish cyber-dedicated police and
prosecutorial units;
Impart robust and constantly updated cyber training to
police, prosecutors, and judges;
Integrate, into their legal structures, at least the two
cybercrime instruments of the Conference of Justice
Ministers of Ibero-American Countries, if not the Budapest
Convention as well; and
Create effective cyber public-private partnerships.
Stripped of the details, these recommendations embody three
concepts—a raised level of cybercrime awareness, a strong
criminal justice system, and a partnership culture—all recognized
best practices. Colombia has recently endorsed these three
concepts, among others, in its new national digital security
policy, reflective of principles espoused by the Organisation
for Economic Co-operation and Development, and should be
commended for its efforts to transform the country into a secure
and prosperous digital market.

iii

FRAMEWORK OF PAPER
Across the globe, multiple forms of pay-TV piracy are thriving. This paper examines one region, one form of piracy, one set of actors,
and one type of crime.

South America

To achieve a greater depth of analysis, this paper takes a regional, case-study approach, examining the situation in the 10 countries of
Spanish- and Portuguese-speaking South America.1 These 10 countries, which display similar characteristics and form a geographic block,
offer a convenient unit of study.

One Form of Piracy

Other than FTA service theft, South America’s multibillion-dollar piracy environment, involving both satellite and cable pay-TV,
includes sharing service with neighbors, retransmitting signals over airwaves, distributing content through online schemes, and
underreporting subscribership.2 This paper covers only FTA service theft.

Enterprises, Not Consumers

The FTA service-theft industry consists of organized enterprises enabling commercial-scale theft and the consumers of their services.
This paper focuses on the former.

Cybercrime, Excluding IP Infringement

This paper analyzes FTA service theft solely as a cybercrime, and further narrows the analysis by excluding any consideration of IP
infringement. IP issues are touched on solely in terms of the theft’s financial impact on rights holders, an undeniable consequence of
the conduct, irrespective of the criminality of the infringement.

© 2016 Alianza. All rights reserved.
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ENDNOTES

1 Spanish-speaking countries: Argentina, Bolivia, Chile, Colombia, Ecuador, Paraguay, Peru, Uruguay, and Venezuela. Portuguese-speaking country:
Brazil. All references to South America in this paper mean these 10 countries.
2 Alianza, Pay-TV Signal Piracy in Latin America and the Caribbean, April 21, 2016, http://www.alianza.tv/files/LatAmTVSignalPiracy.pdf.
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PART 1

INTRODUCTION
A Criminal Industry
All satellite pay-TV signals are encrypted. Using smart cards in broadcaster-certified or
-supplied satellite receivers, legitimate television subscribers legally gain access to the
continually changing control words, or keys, that are capable of unlocking the encryption of
the channels they are entitled to receive.
To be sure, many viewers of satellite pay-TV programming in South America are
legitimate subscribers, but significant numbers are not. A portion of these illegitimate
viewers are consumers in a parallel criminal industry in which enterprises earn their
profits not from the illegal distribution of content but from the illegal distribution of keys.
The keys are misappropriated from legitimate smart cards and then transmitted over
global telecommunications links to customer satellite receivers, euphemistically named
free-to-air (FTA) receivers. These receivers are not primarily designed to process
free-to-air, or unencrypted, broadcasting, as their name would imply; rather, they are
rogue devices customized to function as part of this criminal industry. By providing their
customers with the means to unlock satellite pay-TV signals, these enterprises enable
millions of consumers to steal private signals and illegally access content.
For simplicity, this particular form of satellite pay-TV service theft—consisting of the
misappropriation of keys and their distribution over global telecommunications links—
is referred to as FTA service theft3 because of the theft’s reliance on FTA devices. It
victimizes everyone, not just providers.

Industry Security Measures and Government Role
This paper acknowledges that pay-TV provider security is the foundation of any barrier
against service theft. Nevertheless, in today’s environment, security is not enough;
indeed, FTA service theft is widespread despite the sophisticated security procedures
in place and industry’s commitment to deploy increasingly robust technical solutions.
Government must also play a role in fighting FTA service theft.

Key Findings
Free-to-air (FTA) service theft is
a well-organized crossborder
criminal industry, built on the
theft and illegal distribution—over
telecommunication links—of
satellite pay-TV decryption keys.
Rogue FTA satellite TV
receivers, which are capable
of receiving and processing
stolen keys, allow millions of
consumers to view pay-TV
illegally. Their primary purpose
is not legitimate viewing of
unencrypted broadcasts—socalled free-to-air programming—
as the name FTA would suggest.
The ultimate goal of the
cybercrime prosecution of FTA
service theft is the shutdown of
the criminal servers that steal
and distribute the keys. This
can be achieved, irrespective
of IP infringement.
Victories over the non-IP
cybercrime elements of FTA
service theft can yield dividends
to society as a whole.

FTA Service Theft as a Non-Intellectual-Property Cybercrime and Government Response
FTA service theft clearly involves intellectual property (IP) issues and, hence, it would be no surprise to link this form of service theft
to the IP elements of cybercrime. But it is the core argument of this paper that FTA service theft conforms to widely accepted notions
of cybercrime, irrespective of IP infringement. Its recognition as a cybercrime—apart from possibly controversial IP infringement
claims—can open a new, head-on assault on the conduct. A key action against FTA service theft requires locating and shutting down
the criminal servers that are the engines of this form of piracy and, to be able to do so, law enforcement requires a cybercrime toolset.
To create that cybercrime toolset, governments need to:
Establish strong cyber criminalization regimes, with updated procedural law frameworks appropriate to cybercrimes,
harmonized across borders;
Fund specialized cybercrime law enforcement and prosecutorial units, and train law enforcement, prosecutors, and judges in
cybercrime issues and forensics; and
Foster a broad range of collaborative relationships.4
Action makes sense. Victories against FTA service theft can yield dividends to societies as a whole—in the form of recovery of lost
revenue for government as well as for pay-TV and creative industries, more jobs, and lower subscription fees for lawful customers.
And strengthening the government response to FTA service theft will strengthen its response to other forms of cybercrime.
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ENDNOTES

3 It is also known as Internet key sharing (IKS) or satellite key sharing (SKS), which are both forms of card sharing, a reference to smart cards.
4 This set of measures aimed at creating a cybercrime toolset is consistent with the recommendations of the Eighth Meeting of the Working Group on
Cyber-Crime, February 27-28, 2014, of the Meetings of Ministers of Justice or Other Ministers or Attorneys-General of the Americas (Reuniones de
Ministros de Justicia u Otros Ministros, Procuradores o Fiscales Generales de las Américas, or REMJA), http://www.oas.org/juridico/PDFs/VIIIcyb_
recom_en.pdf. The REMJA, which operates within the framework of the Organization of American States (OAS), “is the premier policy and technical
forum at the hemispheric level on matters related to justice and international legal cooperation,” according to the forum’s website, http://www.oas.org/
en/sla/dlc/remja/.
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PART 2

FTA SERVICE THEFT: WHY
THIS CYBERCRIME MATTERS

Key Findings

There are many cybercrimes, new varieties are emerging, and incidence is rising.5
Admittedly, no government can respond to every offense. Scarce resources
demand prioritization of significant threats. FTA service theft is one of these, and
the reasons are compelling.

Governments fail to collect hundreds
of millions of dollars a year in
taxes and fees because of FTA
service theft. Pay-TV operators and
programmers, whether satellite or
cable, and creative sectors face
billion-dollar losses year after year.

At least 4 million households are estimated to be consumers of the FTA servicetheft industry in South America, alongside an estimated legitimate satellite pay-TV
market of 22.8 million households.6 That translates into a rate of at least 18 FTA
service-theft consumer households for every 100 legitimate satellite pay-TV viewer
households.

FTA service theft likely exposes
societies to the politically and
economically corrosive effects of
transnational organized crime, while
endangering cybersecurity.

What is more, this shift of viewers to the criminal marketplace harms the pay-TV
industry in general, not just the satellite market. Consumers who have opted to
receive their programming through piracy are not likely purchasers of legitimate
cable-TV subscriptions either, and the impact of FTA service theft on cable TV
is accordingly also substantial. There are at least 14 FTA service-theft consumer
households for every 100 legitimate cable TV viewer households.7

At their core, actions aimed at putting
an end to FTA service theft and at
advancing national development
goals are in alignment.

These consumers—and, indeed, society at large—may consider their patronage
of the FTA service-theft industry an act of harmless bargain-hunting. Rather, it is an act of selfishness enabled and promoted by and
benefiting criminal enterprises, causing major losses to everyone in South America:
Governments lose more than an estimated $240 million annually in value-added and income taxes alone. Actual lost revenues
are much higher since this estimate does not take into account other taxes or regulatory and licensing fees.8
Pay-TV operators and programmers industrywide, whether offering satellite or cable pay-TV, lose in excess of an estimated $1.7
billion annually,9 dampening their ability to invest, innovate, and create.
Labor loses about an estimated 8,000 new formal direct and indirect jobs.10
Actors, musicians, producers, writers, and others in arts and entertainment lose royalty payments.
Legitimate consumers lose through higher subscription fees to cover antitheft costs.
A country breakdown of all the figures presented appears in Appendix I.
In addition to these economic losses, FTA service theft can be the source of significant cybercrime-related dangers to society.
First, the acts of FTA service-theft networks likely fit the paradigm of transnational organized crime (TOC).11 At the very least, these
networks engage in crossborder and commercial-scale theft, rely in some cases on smuggling of rogue satellite receivers12 (and
probably its twin crime of bribery of public officials), take measures to ensure ongoing and indefinite commission of their crimes, and
divert large sums away from public coffers in the form of lost tax and fee collection. FTA service theft at the level of the individual
consumer is a relatively minor offense; collectively, at the level of the organized perpetrators—and that is the focus of this paper—
it weakens countries politically by undermining the rule of law and economically by channeling major resources out of the formal
economic structure into the hands of criminals.
Second, cybercrime and deficiencies in cybersecurity feed off each other,13 and FTA service theft is an exemplar of this vicious circle. The
most numerous nodes in FTA service-theft networks are Internet-enabled satellite receivers, and this feature of web connectivity makes
them part of the Internet of Things (IoT). Although it is true that any Internet-connected device may potentially be targeted by bad cyber
actors, rogue FTA satellite receivers offer especially fertile ground in the IoT landscape precisely because they are part of a criminal
undertaking. In addition to any native vulnerabilities associated with their design, rogue FTA receivers operate in the shadows, outside
the law, making it impossible “to apply rules and standards and controls,” while users—who “tend to seek free TV at any cost”—are likely
unmindful of risk advisories, according to one cybersecurity expert.14 That same observer has argued that these rogue receivers can serve
as both “zombie nodes of a botnet” and as gateways into users’ networks.15 As under the TOC rubric, a distinction must be drawn between
individual and collective acts of service theft. While the former poses a relatively small threat, the latter can be devastating. As noted,
at least an estimated 4 million households in South America use these receivers. That large pool of devices represents substantial raw
material for botnet creators, extortionists, and identity thieves, among other wrongdoers.
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Drawing the millions of viewers who currently rely on illegal satellite pay-TV distributors into the legal marketplace, where they pay
licensed providers for the programming they enjoy, will benefit everyone. At their core, actions aimed at putting an end to FTA service
theft and at advancing national development goals are in alignment. Both seek to permanently and fully transition populations out
of the informal sector into the formal sector, strengthen respect for the law, and close gaps in security. As recognized by the United
Nations, “sustainable development and the rule of law are strongly interrelated and mutually reinforcing.”16
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ENDNOTES

5 International Telecommunication Union (ITU), Understanding Cybercrime: Phenomena, Challenges and Legal Response, November 2014, pp. 14-15,
http://www.itu.int/en/ITU-D/Cybersecurity/Documents/cybercrime2014.pdf.
6 The FTA service-theft figure is drawn from Alianza, op. cit.; the number of legitimate satellite pay-TV households is based on estimates appearing in
BB-Business Bureau, Latam Pay TV Market, March 2016. BB-Business Bureau, http://businessbureau.com/, is a consulting and market intelligence
and research firm, with offices in Argentina and Colombia. Bolivia and Paraguay are not included in these or in any other figure presented in this Part
because of the absence of data.
7 This ratio is likewise calculated from figures appearing in the Alianza and BB-Business Bureau reports.
8 Alianza, op. cit.
9 Ibid.
10 Ibid.
11 TOC definitions vary. According to the United Nations Office on Drugs and Crime (UNODC), the UN Convention against Transnational Organized
Crime (UNTOC) “encompasses virtually all profit-motivated serious criminal activities with international implications.” Under UNTOC, a serious crime
is wrongdoing for which at least four years’ imprisonment is mandated. See UNODC, “What is transnational organized crime?,” https://www.unodc.
org/unodc/en/organized-crime/index.html. The White House concept of TOC adds corruption, violence or intimidation, and self-preservation as
necessary elements. See The White House, Strategy to Combat Transnational Organized Crime, July 2011, http://www.justice.gov/sites/default/files/
criminal-ocgs/legacy/2011/08/31/08-30-11-toc-strategy.pdf.
12 In an October 2015 breakup of an FTA service-theft operation in Brazil, smuggling was among the charges. See Fausto Macedo, “PF acha TV por
assinatura pirata com 10 mil clientes” [Federal Police Finds Pirate Pay-TV Operation with 10,000 Customers], O Estado de São Paulo, October 6, 2015,
http://politica.estadao.com.br/blogs/fausto-macedo/pf-acha-tv-por-assinatura-pirata-com-10-mil-clientes/.
13 According to the ITU, “deterring cybercrime is an integral component of a national cybersecurity and critical information infrastructure protection
strategy.” See ITU, op. cit., p. 2.
14 Sofiane Talmat, Senior Security Consultant, IOActive, briefing at BlackHat USA 2015, August 1-6, 2015, “Subverting Satellite Receivers for Botnet
and Profit,” https://www.blackhat.com/docs/us-15/materials/us-15-Talmat-Subverting-Satellite-Receivers-For-Botnet-And-Profit-wp.pdf. See also
slidedeck version at https://www.blackhat.com/docs/us-15/materials/us-15-Talmat-Subverting-Satellite-Receivers-For-Botnet-And-Profit.pdf.
15 Ibid.
16 UN, Thirteenth UN Congress on Crime Prevention and Criminal Justice, Doha, April 12-19, 2015, Draft Doha Declaration, A/CONF.222/L.6, p. 2,
http://www.un.org/ga/search/view_doc.asp?symbol=A/CONF.222/L.6.
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PART 3

SATELLITE TV INDUSTRY:
LEGITIMATE
VERSUS CRIMINAL
How Legitimate Satellite Pay-TV Industry Protects Signals
A variety of legitimate satellite pay-TV broadcasters serve South America.
Providers—whether in South America or elsewhere around the world—use a data
protection framework known as a conditional access system to maintain control
over their signals. Despite exhibiting proprietary differences from one company to
another, the systems commonly share the same general mechanics.

Key Findings
Satellite pay-TV encryption is
not broken in FTA service theft.
Rather, computer and networking
technologies are exploited to
steal the decryption keys and to
distribute them instantaneously over
telecommunications links.
Evidence of the FTA servicetheft industry is abundant, readily
available, and unambiguous.

In very simple terms, a dish antenna captures satellite pay-TV signals, which
contain—in encrypted, or scrambled, format—the provider’s full programming for a particular area plus a stream of ever-changing
unique control words, or keys—also themselves encrypted—for decrypting the programming. The antenna sends these encrypted
signals to a provider-certified or -supplied satellite receiver, also known as a set-top box or decoder—equipped with a smart card—
which connects to a television. Although no bigger than a credit card, the receiver’s smart card is one of the workhorses of the
conditional access system. With a database holding the latest keys for decrypting control words and subscriber information, kept
up-to-date through a connection to the broadcaster’s computer network over the same encrypted satellite link, this smart card enables
receivers to translate scrambled signals into viewable TV programming specific to the customer’s subscription.17
Figure 1

Legitimate Satellite Pay-TV Operation
Satellite
Legitimate
providers upload
pay-TV signal

Encrypted pay-TV
signal delivered to
customer’s home

Figure 1, based on an Alianza graphic, is a simplified
representation of the operation of legitimate satellite pay-TV.
In short, all data communication streams from broadcasters to
consumers are protected by continually changing encryption;
decryption occurs only at consumer premises, and is limited to—
and activated by—the terms of the TV subscription.
How Criminal Satellite TV Industry Steals Keys and Profits
from Stolen Signals

Theft Mechanics
Criminal organizations are not breaking the robust encryption
architecture of pay-TV providers; in fact, code-breaking is not even
necessary because today’s computer and networking technologies
enable service thieves to circumvent that architecture. They
LEGAL
PAY-TV
acquire one or more legitimate subscriptions and harness servers
SMART
to harvest control words for illicit distribution via a classic serverCARD
client topology. End-clients, that is, service-theft consumers,
are likely separated from the harvester, or original, servers
A smart card processes the control words (decryption
by intermediate servers. The existence of these intermediate
keys) to enable the satellite receiver to decrypt the
servers, along with the use of other masking techniques, helps
encrypted pay-TV signal
obfuscate the location of the harvester servers, and some of the
intermediate servers may be part of a sub-service-theft network,
with its own end-clients, set up downstream of the harvester servers. Control words travel from the harvester servers to end-clients over
telecommunications links, whether wired or wireless.
This criminal operation, predicated on control-word or key misappropriation and misuse—which is the core of FTA service theft—is
euphemistically known generally as card or key sharing. In either case, the technique is the same. Dedicated software in a server—
the harvester server—connected to a legitimate smart card in a specially modified receiver intercepts the control words decrypted
by the card and stores them in the server’s cache, from where they are distributed over the Internet, probably disguised as legitimate
traffic.18 If the last hop in the distribution trajectory to the end-client is a conventional Internet connection, the technique is called
Internet key sharing (IKS); if it is by satellite, the technique is called satellite key sharing (SKS).
End-clients of FTA service-theft networks continue to receive TV programming signals directly by satellite and, hence, need at least
one dish antenna. They also need an additional antenna if the final hop in the control-word trajectory in the network is by a satellite
other than the one carrying the programming to be stolen. In that case, one antenna is pointed toward the satellite transmitting
programming, while the other is pointed toward the satellite carrying the illicitly distributed control words.
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If the control words are transmitted in their final hop to customer rogue FTA receivers by satellite—and that satellite is different from
the one carrying the programming to be stolen—the receiver must have two tuners, one for each dish antenna, or one tuner and a
satellite dongle, either built-in or attached as a peripheral device, to process the control words received from the second antenna. If
the final hop in the control-word trajectory is not by satellite, the receivers must have a wired or wireless connection to the Internet.
Figure 2

Criminal Satellite TV Industry Operation
Satellite

Illegal interception of
encrypted pay-TV signal

LEGAL
PAY-TV
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(decryption keys) to
decrypt encrypted
pay-TV signal

ILLEGAL
PAY-TV

Internet

SMART
CARD

Control-Word
Harvester Server

FTA Service-Theft Customer

IKS: Internet Key Sharing
Last hop in distribution trajectory is a conventional Internet connection
Satellite

Satellite
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Figure 2, also based on an Alianza graphic, is a simplified
representation of the IKS and SKS techniques. The SKS scenario
shown is the case in which the final hop of the distribution
trajectory of the control words is via a satellite other than the one
carrying the pay-TV signal.
In addition to handling control-word processing, end-client rogue
FTA receivers must be capable of communicating with a service-theft
network to obtain those words. That means the device must possess
sophisticated, service-theft-specific functionalities, namely, sending
control-word requests to a criminal server, distinguishing controlword traffic in the mass of Internet communications and, in the case
of SKS, databasing and exploiting transmission parameters of the
commercial satellite or satellites inadvertently carrying the control
words. These FTA receivers offer these features via their firmware or
with the aid of software.
Two Service-Theft Industry Models
Rogue receivers are at the heart of the two FTA service-theft
industry models in South America. One is the integrated
manufacturer-service-provider model, in which IKS and SKS
service is proffered by the manufacturers of rogue FTA devices,
usually at no cost.19 The second is simply the service-provider
model. In that model, non-FTA manufacturers sell IKS service,
built on the same rogue FTA receivers as used in the integrated
model. In fact, manufacturers—unsurprisingly cavalier about
cannibalizing the service portion of their offer since it does not
provide an ongoing revenue stream—engineer in their devices
third-party IKS functionality, which is accessed through a software
plugin.20 The criminal FTA service-theft space in South America
has room for third-party for-payment IKS providers—also known
as card-sharing enterprises—since they claim to offer a customer
experience marked by fewer frozen screens and service
interruptions than occurring in free IKS or SKS schemes.

Evidence of the integrated model—and of the primary criminal
intent of the equipment—openly appears in rogue FTA product
descriptions online. Listings for these devices on the leading
global e-commerce site based in China,21 a major exporting
22
country of the equipment, tout service-theft functionality. For example, a seller in China of one brand of rogue FTA receiver highlights
on the wholesale section of that website that purchase comes “with iks sks free for South America.”23 In this instance, the price of
the device includes free access to control words, transmitted from Chile in the case of IKS or, in the case of SKS, via one of three
commercial satellites providing coverage to South America.24 Another brand,25 identified on a major China-based business-tobusiness e-commerce site26 as a product made for export to South America, offers “life time free SKS & IKS service.”27 For at least
one new device, although SKS service is indefinite, IKS is limited to renewable one year accounts.28 Many other rogue FTA brands,
offering similar service-theft functionalities, are sold for use in South America.29
SKS: Satellite Key Sharing
Last hop in distribution trajectory is via satellite

Proof of the criminal service-provider model is also abundant, readily available, and unambiguous. One IKS enterprise in Brazil—
whose servers are said by it to be hosted in the cloud outside Brazil—advertises a variety of customer plans, offering the channels
of more than one satellite-TV provider in the country, at various subscription rates, with a guaranteed server uptime rate of 95%.
Subscription payments to the criminal enterprise can be made through a major Brazilian online service.30 To help customers configure
their rogue FTA devices to communicate with the enterprise’s servers, the site links to video tutorials, which cover a number of rogue
FTA receivers. According to the website of the service-theft enterprise, it is actively seeking re-sellers with at least 10 customers.31
Another website of a South American IKS enterprise claims that its organization harvests control words at two unspecified locations and
that it has over 100 servers in Brazil, Canada, and the U.S. to ensure the quality of its offerings. These offerings are said by the website
to be the channels of three satellite TV providers in Brazil and of one provider in Argentina, Colombia, and Ecuador. The service-theft
enterprise boasts of a customer-base of more than 16,000. Like the other IKS organization cited, this one is seeking re-sellers.32
© 2016 Alianza. All rights reserved.
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To set itself apart from competitors, an Argentine IKS enterprise emphasizes on its website that it does not operate as a re-seller but
uses its own harvester servers. Unlike the other two organizations cited, it does not identify the satellite pay-TV broadcasters whose
signals it intercepts; rather, its IKS packages—all referring to the transmissions carried by a single satellite—are broken down by the
number of channels offered.33
Several IKS enterprises target South America.34 One35 differentiates service options by programming definition level, encryption
system, server stability, and receiver compatibility. One of the features of its multipage website is a listing of rogue FTA receivers that
are compatible with its IKS services.36
Rogue FTA Retail Vendors
Rogue FTA receivers are sold openly in South America, and probably the largest single retail marketplace for these devices in the
region is Paraguay. For example, two consumer electronics vendors in the country, according to their websites, sell these devices,
and service-theft functionality—IKS and SKS—is noted in the standard product specifications.37 Another vendor in Paraguay also
has rogue FTA offerings, but its product descriptions are discreet, omitting references to the receivers’ service-theft capabilities.38
In Chile, one consumer electronics vendor, according to its website, openly bundles the sale of devices with a subscription to its storebranded IKS service.39 On a leading Latin American e-commerce site,40 an Argentine vendor sells rogue FTA devices, but promotes them
as true FTA equipment, while noting that devices enabling service theft are not allowed to be advertised on the site and that no questions
about satellites or channels will be answered; buyers are directed to the web to find the information they may need.41 Indeed, the vendor
has a social networking page on a global platform that, for example, contains links to rogue FTA device firmware updates necessary for
maintaining service-theft functionality.42
Social Media
Offering a borderless, simple, and cost-free vehicle for publicity and information dissemination and exchange, social media is, as
would be expected, a significant component of the FTA service-theft community in South America. The Argentine rogue FTA vendor
cited is not alone in that community in having a social networking page to share and exchange information, and some of these
pages achieve respectable levels of popularity.43 Another global platform hosts service-theft video tutorials, some of which have had
hundreds of thousands of views.44 Information on developments, such as rogue FTA firmware updates and the status of manufacturersupplied IKS and SKS service, is sent to consumers who follow the short-message broadcasts of FTA service-theft organizations.45
Similar data is available at South American online forums and blogs devoted to FTA service theft.46

© 2016 Alianza. All rights reserved.

8

ENDNOTES

17 For a general description of satellite pay-TV technology, see Bridge Technologies, Monitoring Conditional Access Systems, http://www.bridgetech.
tv/pdf/whitepaper_cas.pdf.
18 Information obtained from Pascal Métral, Vice President, Legal Affairs, Kudelski Security, Geneva, Switzerland, November 18, 2015.
19 In reality, the service is not free since the cost of the IKS and SKS infrastructure is arguably built into the equipment price. Alianza, on its website,
has reported that, following the late 2014 shutdown of the servers providing free IKS and SKS service to the owners of AzBox FTA receivers, the prices
of those receivers dropped from $150 to $29. According to Alianza, this dramatic decline in price is a clear indication that the cost of supporting the
IKS/SKS infrastructure is embedded in the price of rogue FTA receivers. See http://www.alianza.tv/en/latest-successes.php.
20 These plugins, known by names such as CCcam, MGcamd, and NEWcamd, enable third-party for-payment IKS by allowing configuration of a
rogue FTA receiver to communicate with an IKS server. For example, the specifications for receiver VivoBox S926 indicate support for those plugins,
in addition to free IKS and SKS service. See http://www.alibaba.com/product-detail/FTA-receiver-satellite-vivobox-s926-free_1150053713.
html?spm=a2700.7724838.38.20.fEHPbw, captured in screenshot 1, Appendix II.
21 Alibaba Group, based in Hangzhou, China. For the English-language corporate website, see http://www.alibabagroup.com.
22 “China remains a hub for manufacturing and distributing” rogue FTA devices, according to United States Council for International Business, Priority
Issues for the U.S.-China Joint Commission on Commerce and Trade (JCCT), April 30, 2015, p. 3, http://www.uscib.org/docs/2015-04-30_USCIB_
JCCT_Submission.pdf. This document notes that “a vibrant export market remains” for these devices, even though their distribution within China has
been banned.
23 Rogue FTA TocomFREE, model S928S; see http://www.alibaba.com/product-detail/Best-satellite-tv-decoder-tocomfree-s928s_60009129253.
html?spm=a2700.7724838.30.17.p5JIEn, captured in screenshot 2, Appendix II.
24 The Highlights section for the device on the alibaba.com website indicates: “Special for South America Amazonas -61°W/Star One C2 KU
70°W/30w; SKS with dongle inside, With IKS free (IKS has our company service in Chile).” The first and the third satellites are part of the fleet of
Spain-based Hispasat; the second is part of the fleet of Brazilian operator Embratel Star One, one of the companies of Mexican telecommunications
giant América Móvil. See ibid., captured in screenshot 3, Appendix II.
25 Nusky, model N1GS, of Chinese manufacturer Shenzhen Daqi Technology Co., Ltd.
26 English-language platform made-in-china.com of Focus Technology Co., Ltd., based in Nanjing, China. See http://www.made-in-china.com/.
27 See http://daqi-tech.en.made-in-china.com/product/PSvJbjZKScVY/China-Best-HD-Satellite-Receiver-with-Iks-Sks-Free-for-South-AmericaBetter-Than-Azsat.html, captured in screenshot 4, Appendix II. The device also appears on a Spanish-language website of the manufacturer,
Shenzhen Daqi Technology Co., Ltd., at http://www.nusky.org/index.php?option=com_content&view=article&id=9&Itemid=109, captured in
screenshot 5, Appendix II. There, the IKS and SKS offer is “indefinite,” a more circumspect description of the service.
28 Speed S1 Full HD: See http://www.nusky.org/index.php?option=com_content&view=article&id=12&Itemid=111, captured in screenshot 6,
Appendix II. This device offers cellular-technology IKS. The annual accounts are called DQCAM; it is unclear whether a charge is levied for them.
29 Az-America, Az-Sat, CineBox, Duosat, Freesky, Gigabox, Globalsat, and Megabox are among the other brands currently available.
30 PagSeguro: See the corporate website at https://pagseguro.uol.com.br.
31 See http://www.csbrasil.net.br, captured in screenshots 7-10, Appendix II.
32 See http://viptelecom.in, captured in screenshots 11-13, Appendix II.
33 See http://ikspremium.com, captured in screenshots 14-15, Appendix II.
34 See, for example, http://ikseclocalcl.com, http://serveriks.com, and http://www.latinoiks.com (for Spanish-language sites), and http://www.
card.tv.br, http://www.csftv.net, http://www.lidercs.com.br, http://cspremium.net, and http://www.servercsgo.com (for Portuguese-language
sites), captured in screenshots 16-23, Appendix II.
35 See http://www.iks61tv.com/, captured in screenshot 24, Appendix II.
36 See http://www.iks61tv.com/iks/receptores-compatibles-iks/, captured in screenshot 25, Appendix II.
37 See http://www.casawireless.com.py/site/?p=ver_pro&id=1049#cap, captured in screenshot 26, Appendix II, or http://www.madridcenter.com/
produto/receptor-de-satelite-cinebox-fantasia-337823.html, captured in screenshot 27, Appendix II. Both vendors are located in Ciudad del Este in
Paraguay’s triborder area, which abuts Argentina and Brazil.
38 See http://www2.megaeletronicos.com, also in Ciudad del Este.
39 See http://www.mcdigitalchile.cl, captured in screenshot 28, Appendix II.
40 See https://www.mercadolibre.com.
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41 Az Bayres: See http://articulo.mercadolibre.com.ar/MLA-587919277-tv-satelital-gratis-tocomsat-azamerica-globalsat-megabox-gar-_JM,
captured in screenshot 29, Appendix II.
42 Facebook: See https://www.facebook.com/Az-Bayres-116817325059122/, captured in screenshot 30, Appendix II.
43 For example, as of January 30, 2016, FTA-service-theft-focused Facebook pages for a South American audience with more than 15,000 likes
include, among others, https://www.facebook.com/statusazamericaoficial/ (over 15,000 likes), https://www.facebook.com/AZTV.FTA/ (over
15,000 likes), https://es-es.facebook.com/Tecnolog%C3%ADa-FTA-445609862179231/timeline/ (over 15,000 likes), https://pt-br.facebook.com/
cineboxbr/ (over 30,000 likes), https://pt-br.facebook.com/globalsat.py?filter=3 (over 30,000 likes), https://pt-br.facebook.com/portalazamerica/
(over 50,000 likes), https://pt-br.facebook.com/zeamerica (over 59,000 likes), and https://pt-br.facebook.com/ClubedoAz (over 88,000 likes). On
the same date, the number of likes for Clube do Az was higher than that for the Facebook page of restaurant reviewer Zagat, https://www.facebook.
com/Zagat/ (88,575 vs. 83,322). The lower end of the range of popularity for the FTA service-theft pages cited exceeded the 13,710 likes of the
Facebook page for nongovernmental organization Electronic Frontiers Australia, https://www.facebook.com/ElectronicFrontiersAustralia.
44 YouTube: See, for example, https://www.youtube.com/watch?v=g2HMb-OM7dY, review of rogue FTA device DuoSat, in Portuguese (over
120,000 views); https://www.youtube.com/watch?v=IvC2yiFOJpQ, explanation of rogue FTA devices, in Portuguese (over 150,000 views); https://
www.youtube.com/watch?v=yQlRcoJ5dt0, updating of rogue FTA device CineBox, in Portuguese (over 190,000 views); and https://www.youtube.
com/watch?v=J2zefbFndEc, installation guide for rogue FTA device AzBox Bravissimo, in Spanish (over 570,000 views), all as of January 30, 2016.
45 Twitter: See, for example, https://twitter.com/iks61 (in Spanish, over 2,200 followers), https://twitter.com/statusikssks (in Spanish, over 3,400
followers), https://twitter.com/azamericaazbox (in Portuguese, over 4,000 followers), https://twitter.com/Portalzeamerica (in Portuguese, over 9,000
followers), and https://twitter.com/Duosat (in Portuguese, over 17,000 followers), all as of January 30, 2016.
46 See, for example, http://azbolivia.blogspot.com/, http://foro.ftacolombia.org/f5-30w-hispasat, and http://www.taringa.net/comunidades/satfta/
(for Spanish-language sites), and http://clubedoaz.com.br/ and http://www.teamazboxaz.com.br/ (for Portuguese-language sites), all accessed
January 30, 2016.
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PART 4

FTA SERVICE THEFT AS A
NON-IP CYBERCRIME
Nature of Cybercrime
A broad understanding of the nature of cybercrime can be gained by using a
two-prong approach. The first defines the term; the second enumerates acts
deemed cybercrimes.
Each prong complements the other. A definition can throw light on the
conceptual boundaries between cyber- and non-cybercrimes but, because
cybercrime is an umbrella term, no definition can itself identify criminal acts.
An enumeration fills that gap—but not perfectly—by identifying acts deemed
cybercrimes. Being specific, enumerations are static while the technological
and criminal landscape is dynamic, and reflect points of view; a definition,
on other hand, by being general, is probably less prone to these two
deficiencies.
Together, the two prongs can help form a picture of a complex and
ever-mutating phenomenon.

Key Findings
FTA service theft can be characterized
unequivocally as a non-IP cybercrime.
Computer and networking technologies
are not only crucial to committing the
theft, these technologies, themselves,
are targets. As such, FTA service theft
exhibits aspects commonly found in
cybercrime definitions.
In addition, the theft is accomplished
through four acts generally recognized as
non-IP cybercrimes, namely:
Unauthorized access to systems and
circumvention of data protection;
Computer fraud (in FTA service
theft, interference with normal data
processing);

Definition
Making available and distribution of
A single, authoritative definition of cybercrime does not exist. Cybercrimes
misuse-of-device tools (specifically,
are “criminal acts facilitated by or involving computers, including the Internet,”
the decryption keys); and
according to one definition, in this instance appearing on The White House
47
website. Alternative definitions abound, and some non-U.S. perspectives
Illegal interception of private
appear in a 2009 review of select foreign-language literature on cybercrime
communications.
conducted by the U.S. Library of Congress, under an agreement with the
48
National Institute of Justice. According to that review, one analyst from France
called cybercrimes “criminal activities conducted in cyberspace by means of
Internet technology,” and two observers from China characterized cybercrimes as “those crimes that use computers as the main tool, as
well as those that have computer assets as their primary target.”49
These perspectives identify computer and networking technologies as critical components for distinguishing cybercrimes from other
types of offenses. While computer technologies are naturally a prerequisite for cybercrimes, not all analysts agree that networking
technologies must also be present. For example, cybercrime legal expert Susan Brenner has argued that it is conceivable that an
unnetworked computer could be used in cybercrime activities, although she acknowledges that networked devices are the common
vector.50 Further, as explicitly noted in the definition cited from China, computer and networking technologies may be criminal tools
or targets.
With ubiquitous computing and online availability of vast amounts of data, crime not supported in some way by computer and
networking technologies may become increasingly rare—if not virtually nonexistent. The definition from the Chinese analysts
recognizes the need for boundaries by specifying that, when used as tools, computers must be the “main” criminal tools for a
cybercrime to occur. Take, for example, burglary. A lone burglar can get tips from social media for the best victims and best burglary
times. Although social-media mining in this instance is one of the burglar’s tools, computers are not the “main” tool used to burglar
the victim. So, this is not a cybercrime. But, theoretically, burglary can become a cybercrime: A criminal organization can conceivably
develop software to mine Internet data to pinpoint the best victims and times, and subcontract physical burglary operations. In this
case, computers are the “main” tool of the criminal organization; it is committing a cybercrime, while the subcontracted burglars are
not, according to the Chinese definition cited.
Cybercrimes may involve conventional crimes—that is, acts whose criminality became statutory before the information age—or novel
crimes.51 A conventional crime may be committed when computer and networking technologies are tools alone or when they are both
tools and targets. An example of the first is distribution of child pornography; examples of the second are locking user data through
ransomware52 or denying user access to online resources through a distributed denial-of-service (DDoS) attack53 in the absence of
an extortion payment.54 (These latter two examples are useful because they show that the second boundary proposed by the Chinese
definition—if a computer is targeted, it must be the “primary” target for there to be a cybercrime—is invalid. In the two examples,
computers are the secondary targets; yet the examples are clearly cybercrimes.) An example of a novel crime for Brenner is a DDoS
attack unassociated with a conventional crime; she calls cybercrimes involving novel acts “pure” cybercrimes.55
Drawing on the variety of opinions presented, this paper offers as a definition: Cybercrimes involve conventional or novel criminal acts
in which the use of computer technologies, alone, or the use of computer and networking technologies, together, play integral roles in
the commission of such acts, and may themselves be the targets of such acts.
© 2016 Alianza. All rights reserved.
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Enumeration
Just as there is no universally accepted cybercrime definition,
there is no universally accepted enumeration of cybercrimes.
Nevertheless, the work in 2012 of the UNODC Expert Group on
Cybercrime can yield insights into acts deemed cybercrimes
by the world community. Among its research tasks, the Group
circulated a study questionnaire that “referred to 14 acts
commonly included in notions of cybercrime.”56 Of the 14, the acts
of relevance to FTA service theft, excluding IP infringement, were:
“Core cybercrime acts against the confidentiality, integrity and
accessibility of computer systems,”57 namely,
“Illegal access to a computer system;
Illegal access, interception or acquisition of computer
data;…
Production, distribution or possession of computer misuse
tools; and
Breach of privacy or data protection measures;”58 and
Other forms of cybercrime, namely,
“Computer-related fraud….”59
To a large degree, the 69 member states that responded to
the questionnaire60 reported criminalization of the 14 acts. The
responses revealed “high-level consensus…regarding broad
areas of criminalization,” despite disparate approaches taken in
legislation.61
Another significant enumeration appears in the 2001 Convention
on Cybercrime of the Council of Europe (CoE).62 An overview is
useful because, as an in-force treaty, it contains details lacking in
the UN enumeration.
As of late March 2016, 48 countries had ratified the CoE treaty,
also known as the Budapest Convention, including countries with
significant digital economies inside and outside Europe, such as
Australia, Canada, France, Germany, Japan, the Netherlands,
the U.K., and the United States.63 Despite opposition to the
Convention from some major world players, notably Brazil and
the other BRICS,64 the weight of that participation lends a degree
of legitimacy to the CoE’s enumeration.
Indeed, among the countries addressed in this paper, five have
been invited to accede to the Convention, namely, Argentina
(2010), Chile (2009), Colombia (2013), Paraguay (2015), and
Peru (2015), while, elsewhere in the region, Costa Rica (2007)
and Mexico (2007) have also been invited to accede,65 and the
Dominican Republic (2013) and Panama (2014) have become
parties to the Convention.66 Furthermore, in a 2016 article, CoE
cybercrime expert Alexander Seger remarked that “[t]he OAS,
through REMJA, has recommended for more than ten years that
its Member States use the Budapest Convention on Cybercrime
as a guideline.”67
The Convention’s enumeration of cybercrimes of relevance to
FTA service theft, excluding IP infringement, comprises:
“Offences against the confidentiality, integrity and
availability of computer data and systems: illegal access,
illegal interception…misuse of devices;
© 2016 Alianza. All rights reserved.

Computer-related offences: …computer-related fraud;”68
According to the CoE, the enumeration represents a “minimum
consensus” among the drafting parties, and greatly reflects
the CoE’s own work on cybercrime and that of the International
Association of Penal Law (AIDP), the Organisation for Economic
Co-operation and Development (OECD), and the UN.69
Some details regarding the Convention, of relevance to this
paper from the treaty itself and from the CoE’s Explanatory
Report70 accompanying it, are:
A computer system is “any device or a group of
interconnected or related devices, one or more of which,
pursuant to a program, performs automatic processing
of data” which, in turn, is any “representation of facts,
information or concepts.”71
Network connections may be of any type, including satellite.72
Data “kept secret for commercial purposes until the service
is paid, as in Pay-TV” is an example of the protection
provided under “illegal interception,”73 which is one of
the “core” cybercrime offenses against “confidentiality,
integrity and availability of computer data and systems.”74
The misuse-of-devices provision covers “the production,
sale, procurement for use, import, distribution or otherwise
making available of a device, including a computer
program, designed or adapted primarily for the purpose
of committing any of the offences” against confidentiality,
integrity, and availability in the Convention. The provision
also covers “the production, sale, procurement for use,
import, distribution or otherwise making available of a
computer password, access code, or similar data by which
the whole or any part of a computer system is capable of
being accessed” to commit the same type of offenses.75
The computer-related fraud provision goes beyond “any
input, alteration, deletion or suppression of computer
data” to include “any interference with the functioning of
a computer system” “with fraudulent or dishonest intent of
procuring, without right, an economic benefit for oneself or
for another person.”76
A third enumeration is offered by the Conference of Justice
Ministers of Ibero-American Countries (Conferencia de Ministros
de Justicia de los Países Iberoamericanos, or COMJIB), whose
member states include, among others, all the countries covered
by this paper.77 In 2014, COMJIB, in the context of its work on
cybercrime, drew up a list of acts it recommended member
states include in their penal codes. Of these, the ones relevant to
FTA service theft, excluding IP infringement, are:
“Unauthorized access to systems;
Misuse of devices; …and
Computer fraud.”78
Criminal unauthorized access to computer systems is
characterized as occurring when security measures are thwarted,
and access exceeds permissions. The description of “misuse
of devices” includes “producing, importing, selling, facilitating,
12

procuring for use of devices, including computer programs,
as well as passwords or access codes, specifically intended
for the commission of the crime of unauthorized access to
systems.” Fraud is defined as the “manipulation of the inputting,
processing, or output of the data of an information system.”79

Some actors are involved from beginning to end, others may only
handle distribution, and it is conceivable that others only handle
harvesting. The act of FTA service theft therefore opens various
possible lines of non-IP cyber law enforcement and prosecutorial
action against more than one major offender.

Satellite Pay-TV FTA Service Theft: A Non-IP Cybercrime

Rogue FTA Devices
The discussion of the non-IP cybercrime elements of FTA service
theft characterizes only the decryption key stream as a misuseof-device tool. In addition, it may be possible to argue that rogue
FTA devices, which process the stream, are such tools as well.
In any event, governments can take effective action—outside
the cybercrime law realm—against these devices. Uruguay, for
example, has done so through three laws that criminalize and
prohibit the manufacture, importation, distribution, lease, or
sale of rogue FTA devices. Indeed, with respect to importation,
according to the most recent of these three laws, Decree
671/2012, satellite TV receivers may be imported into Uruguay
only if the devices cannot access encrypted signals or be
modified to do so, or, if they can, are intended for the use of
legitimate satellite pay-TV customers.80

FTA Service Theft in a Nutshell
Satellite pay-TV providers transmit encrypted private data—
most importantly, decryption keys to unscramble television
programming—from their computer networks to the dataprocessing devices of customers, that is, legitimate satellite
receivers. To gain access to the data flow, organizations
purchase legal subscriptions from broadcasters, and then, with
the aid of computer equipment, harvest the stream of decryption
keys—without authorization—after these have themselves been
decrypted, by virtue of abuse of the subscriptions in place. The
stream of ever-changing keys is distributed by that computer
equipment over telecommunications links to build and grow a
parallel criminal satellite TV market, in which millions, equipped
with rogue satellite receivers called FTA devices, are enabled
to illegally access broadcaster systems for purposes of viewing
private programming.
Harvesters and distributors may have sub-distributors. The same
organizations as those engaged in harvesting and distributing may
also manufacture, import, distribute, or sell the data-processing
devices—that is, rogue satellite FTA receivers—built and sold
primarily to exploit the stolen keys.
Cybercrime in a Nutshell
Despite differences at greater levels of granularity, experts and
global and regional organizations point to a fairly consistent
concept of the nature of cybercrimes. According to that
concept, such crimes are committed with the integral aid of or
against any system capable of processing digital bits, plus their
interconnections, which may be wired or wireless, and involve a
range of wrongdoing, including, among other acts, those relevant
to FTA service theft. Excluding IP infringement, those acts
comprise unauthorized access to systems and circumvention
of data protection, computer fraud, the making available and
distribution of misuse-of-device tools, and illegal interception of
private communications.
Non-IP Cybercrime Elements of FTA Service Theft
FTA service theft relies on the integral use of computer and
networking technologies and targets those technologies.
Specifically—from the crime’s beginning (harvesting of keys) to
its end (distribution of keys)—FTA service theft:
Exploits unauthorized access to broadcaster systems and,
through computer fraud, circumvents data protection by
interfering with the normal data processing of broadcaster
systems;
Through that interference, makes available a misuse-ofdevice tool, namely, the decryption key stream, which is
distributed for economic benefit; and
By doing so, enables millions to intercept the private
communications of broadcasters for purposes of viewing
TV programming through unauthorized access to
broadcaster systems.
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PART 5

FTA SERVICE THEFT AS
A NON-IP CYBERCRIME:
ENFORCEMENT IMPLICATIONS
Cybercrime is driven by social interactions built on computer and networking
technologies and freed, to some extent, from territorial anchoring. The virtual nature
of the interactions has had profound legal and prosecutorial consequences, and
undoubtedly will continue to do so.

Key Findings
Prosecution of FTA service theft,
like any cybercrime, can be
daunting. Complexities include
legal authorities, crossborder
jurisdictional questions and
barriers, attribution in a cyber
environment, collection and
analysis of digital evidence, and
information-sharing and training.

These complexities require multiThe prosecution of cybercrimes can be a daunting undertaking, and the pursuit of
faceted responses that reflect
a non-IP cybercrime complaint against an FTA service-theft organization is not an
best practices.
exception. The most basic barrier may be the absence of an applicable criminal
statute. According to the principle nullum crimen sine lege (NCSL)—considered “a
hallmark of modern national legal systems”81—an activity cannot be prosecuted if no law
criminalizes it. Three corollaries are associated with NCSL: Criminal laws should be precise and strictly interpreted and, if ambiguous,
interpretations should favor citizens rather than governments.82 Hence, the filing of a non-IP cybercrime charge against an FTA
service-theft organization may or may not be possible, depending upon a country’s penal code and the rulings of its courts regarding
their interpretation of the code’s provisions.
Reflecting the crossborder nature of cybercrime, the second hurdle may be determination of jurisdiction. In the case of FTA service theft,
criminal servers harvesting or relaying satellite pay-TV control words may be located in multiple countries, all different from the country
of residence of the operators of the service-theft organizations. The victims may be in still other countries—and geographically spread
throughout those countries. Evidence in the form of computer and networking data may be stored in or flow through additional countries.
Decisions to prosecute will depend on national jurisdiction practices, which may vary widely from country to country, and may take into
account factors such as location of the criminal acts or effects, location or nationality of the perpetrators or victims, location of the computer
equipment, magnitude of the effects, degree of the crime’s connection to the country, and agreements with other countries concerned.83
Following ascertainment of the commission of a statutorily defined crime and acceptance of jurisdiction, the prosecution process
must identify the defendant and gather evidence. Neither is easy for cybercrimes. The obstacles to achieving both are inherent in the
architecture and governance of today’s Internet and, thus, may be outside an individual country’s control to some extent.
Identifying a cyberspace actor may be highly challenging. Criminals, including service-theft organizations, may use legal techniques
to mask their identities and location. Online communications may be encrypted or at least anonymized,84 or both, and traffic to and
from service-theft servers may be routed to and from customers through a series of anonymizing third-party servers, not directly to
and from customers.85 And if the actors reside outside the investigating country, prosecution may not go forward, even when they are
identified, unless they undergo extradition, or they are charged elsewhere, such as their country or countries of residence.
To be sure, cyberspace is data-rich, but the collection of relevant enforcement data in the virtual world can be complex. Collection may
be inhibited, for example, if data is located in a country other than that of the prosecutors. Crossborder evidence collection should follow
procedures that respect national sovereignty, which may be a lengthy process. The obstacles associated with cross-territoriality may be
made more complex by the criminal’s use of a cloud provider, which may store data of a single owner in more than one country. Clouds can
further complicate collection if allegedly criminal information is mixed with that of others.86 Not all data crucial to an investigation is stored;
some of it may be transient, such as the communication exchanges between a service-theft server and customers.
Moreover, data analysis may be onerous because of the massive volume and complexity of the information generated by computer
and networking technologies. For example, in a recent lawful intercept operation conducted against just one server of an FTA servicetheft organization in Europe, a specialist organization of the Police Department in Hannover, Germany, its Cybercrime Investigation
Unit, collected some 1 billion packets of data per day—for only four hours of interception every 24 hours—over a three-month period.
To be able to translate this mass of complex transient data into evidence demonstrating service theft involving customers in Germany,
the Unit had to bring into play computer expertise and privately developed analytic software.87
Translating data into evidence by skilled investigators is necessary but not sufficient to achieve a conviction. Prosecutors and judges
must also acquire the expertise to understand the evidence.88
Clearly, cybercrime can be a formidable enemy. In the words of cybercrime expert Cameron Brown: “Cyber crime offending can be
technically complex and legally intricate. Rapid advancements in the functionality of information [and] communication technologies
(ICTs) and innate disparities between systems of law globally are stark challenges for first responders, investigating authorities, forensic
interrogators, prosecuting agencies, and administrators of criminal justice.”89
An effective enforcement response to FTA service theft—and any other sophisticated cybercrime—must be multi-faceted and reflect
best practices.
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PART 6

FTA SERVICE THEFT AS A
NON-IP CYBERCRIME:
ENFORCEMENT RESPONSE
Government action criminalizing cyber wrongdoing and updating
criminal procedures is the obvious first response to FTA service
theft—and all other forms of cybercrime. Legal revamping should be
accompanied by the establishment of specialist police and prosecutor
units, as well as by capacity-building to equip law enforcement,
prosecutors, and judges with all necessary expertise.
A broad range of collaborative relationships is also crucial. These
relationships can address two core problems that beset the fight
against cybercrime: its transnational dimension and its evolving
complexity.
In sum, a forceful best-practices response to the powerful threat
posed by FTA service theft—and by all forms of cybercrime—requires
legal modernization, specialist structures and capacity-building, and
collaborative relationships.
Legal Modernization
Substantive Law
To combat the non-IP cybercrime elements of FTA service theft,
substantive law should address:
Unauthorized access to systems and circumvention of data
protection;
Computer fraud;
Misuse-of-device tools; and

Key Findings
A forceful best-practices response to
FTA service theft—and to all forms of
cybercrime—requires legal modernization,
specialist structures, capacity-building,
and collaborative relationships.
Several South American countries
criminalize at least three of the four nonIP cybercrime acts of FTA service theft;
others criminalize fewer or none. Although
there are some cyber-attuned laws on
digital-evidence collection in the region,
statutes can generally be improved to
facilitate prosecutions.
All the countries criminalizing at least one
non-IP cybercrime act of FTA service theft
have cyber-dedicated police, while a few
also have cyber-dedicated prosecutorial
units. Training organizations for police,
prosecutors, and judges are common, but
their cyber offerings are unknown.
Through the OAS and other platforms,
South America engages in several
government-to-government collaborative
relationships. Important mechanisms
for enhancing the efficacy of these
relationships are the CoE’s 2001
Cybercrime Convention and the COMJIB’s
two 2014 cybercrime instruments. Publicprivate partnerships are crucial in fighting
cybercrime, but are limited in the region.

Illegal interception.
Table 1 displays whether these four elements are criminalized in the statutes of each of the South American countries under
study. A yes in the table means a country’s substantive cyber law for a particular element is arguably capable of supporting a
non-IP infringement charge in an FTA service-theft case; a no means the law is arguably incapable of supporting such a charge,
or there is no cyber law for the element.90 Data on existing cyber laws and their respective wordings are drawn from official sites.
The Inter-American Cooperation Portal on Cyber-Crime at the Department of Legal Cooperation webpage of the OAS and the
Country Wiki pages at the CoE’s Octopus Cybercrime Community were also consulted.91
A positive determination further means that a particular cybercrime statute arguably contains at least the minimum components
of the wording for that element drafted by COMJIB or CoE. As discussed in Part 4, COMJIB proposes wording for the first three
elements as part of its 2014 Recommendation Regarding the Definition and Punishment of Cybercrimes, and the 2001 CoE
Cybercrime Convention contemplates provisions for all four. The COMJIB and CoE definitions for these cybercrimes appear in
full in Appendix III.
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Only two countries—Paraguay and Peru—
show a yes under misuse of devices
because they are the only ones that
explicitly criminalize the making available
of access codes enabling unauthorized
access to computer systems and illegal
interception. Nevertheless, the provisions of
other countries—namely, Argentina, Bolivia,
Chile, Colombia, Ecuador, and Venezuela—
criminalizing the use of data obtained from
unauthorized access or illegal interception
could possibly apply to the distribution of
keys in FTA service theft.
A ranking of the 10 countries by the number
of criminalized non-IP elements of FTA
service theft can be calculated by assigning
a score, from 0 to 4, to each country,
reflecting its number of yes entries for the
four cybercrime elements. The lineup of the
10 countries, ranked from highest to lowest,
appears in Table 2.

Table 1

Matrix of Substantive Cybercrime Laws
Non-IP Cybercrime Elements of FTA Service Theft
Country

Access

Fraud

Misuse

Interception

Argentina

Yes92

Yes93

No94

Yes95

Bolivia

Yes96

Yes97

No98

No

Brazil

No99

No

No100

Yes101

Chile

Yes102

No

No103

Yes104

Colombia

Yes105

Yes106

No107

Yes108

Ecuador

Yes109

Yes110

No111

Yes112

Paraguay

Yes113

Yes114

Yes115

Yes116

The rankings of Ecuador and Uruguay merit
Peru
Yes117
Yes118
Yes119
Yes120
discussion. The support of Ecuador’s legal
regime for FTA service theft may be stronger
Uruguay
No
No
No
No
than that implied by its score. Unlike the
121
122
123
Venezuela
Yes
Yes
No
Yes124
cybercrime regimes elsewhere in South
America, Ecuador’s 2014 Penal Code goes
beyond the COMJIB and CoE wordings for
unauthorized access—which are general—
explicitly contemplating service theft by criminalizing use of such access “to offer services that these systems provide to third parties
without payment to the legitimate service providers.”125

Table 2

Country Ranking by Number of Criminalized
Non-IP Cybercrime Elements
Country

Score

Uruguay stands alone. It not only lacks provisions
that can support a non-IP cybercrime charge in
an FTA service-theft case,126 it has no legislation
that can support charges for any of the generally
acknowledged core cybercrimes, namely,
those against the confidentiality, integrity,
and accessibility of computer systems.127 In
May 2014, the Mújica administration drafted
a cybercrime bill that could have filled some
gaps,128 but the bill was shelved by the
legislature in March 2015.129 Uruguay’s debate
about cybercrime legislation—and reform of the
country’s penal code in general—continues.130

Much work remains. Four out of the 10 countries
score 2 or less and, as shown in the case of
Uruguay, a shortfall in legislation bearing on the
Argentina, Colombia, Ecuador, Venezuela
3
criminalization of the non-IP cybercrime elements
Bolivia, Chile
2
of FTA service theft has wider implications. Even
when provisions for a particular cybercrime
Brazil
1
element exist, the quality and specificity of
the drafting may diverge significantly. For
Uruguay
0
example, the unauthorized-access provision
in Bolivia refers to accessing “a computer” or
“any computer media,”131 neither of which is defined, while the same provision in Argentina more broadly (and more properly) refers
to accessing a “computer system,”132 also undefined. The Venezuelan provision refers to accessing “a system that uses information
technology,” with both “system” and “information technology” defined.133

Paraguay, Peru

4

Procedural Law
To combat FTA service theft, or any type of cybercrime, procedural law should afford powers to collect and preserve digital evidence.
Section 2 of the CoE Cybercrime Convention enumerates recommended powers in detailed fashion;134 the 2014 Ibero-American
© 2016 Alianza. All rights reserved.

19

Cooperation Agreement on Investigating,
Securing, and Collecting Cybercrime Evidence,
drafted by COMJIB,135 provides a similar
enumeration but with very little detail. The CoE
document is intended to provide a procedural
law framework to be adopted by its ratifying
countries; the COMJIB wording is also intended
to provide a framework to be adopted by its
ratifying countries, as well as to enumerate the
procedural measures that may be requested
by one ratifying country of another in cases of
transnational crime. Despite the differences
between the two documents, both—among other
provisions—contemplate the power to order:

Table 3

Matrix of Digital-Evidence Criminal
Procedure Laws
Criminal Procedure Power
Country

Machine-to-Machine Interception

Argentina

Yes141

No

Yes142

Real-time interception of machine-tomachine communications;

Bolivia

No

No

Yes143

Brazil

Yes144

No145

Yes146

Expeditious or immediate136 preservation of
data in possession of third parties; and

Chile

Yes147

No148

Yes149

Colombia

Yes

150

No

Yes152

Ecuador

Yes153

No

Yes154

Paraguay

Yes

155

No

Yes156

Peru

Yes157

No

Yes158

Yes159

No

Yes160

Search137 and seizure of data and equipment.

These are fundamental powers for carrying out
Venezuela
law professor Orin Kerr’s “basic mechanisms
of digital evidence collection: collecting digital
evidence while in transit, collecting digital evidence stored with
friendly third parties, and collecting digital evidence stored with
hostile parties such as the target.”138 They are not particular to
FTA service theft but apply to cybercrime in general.
Table 3 shows whether these three powers exist in the statutes
of each of the countries under study, with the exception of
Uruguay because it has no substantive laws criminalizing
the non-IP cybercrime elements of FTA service theft. A yes
in the table means the country’s procedural criminal law is
arguably capable of supporting the exercise of the power in
question to some degree; a no means that the law is arguably
incapable of supporting such exercise, or there is no relevant
legal provision.139 Data on existing procedural statutes and
their respective wordings are drawn from official sites; the OAS
cybercrime webpage and the CoE’s Country Wiki pages, as was
done for substantive law, were also consulted.140
A positive determination further means that a particular
procedural law arguably contains at least the minimum
components of the barebones COMJIB Agreement. It does not
imply any similarity with the procedural law provisions of the CoE
Convention, which are lengthy and, in fact, generally lengthier
than the Convention’s substantive law provisions. The COMJIB
procedural law provisions appear in full in Appendix IV.
Among the countries under study, Bolivia stands alone as generally
not allowing any interception of criminal communications.161 Statutes
in Argentina, Chile, Ecuador, Paraguay, Peru, and Venezuela allow
interception but are rooted in human communications; they are arguably
sufficiently general to include at least some form of machine-to-machine
communications. Colombian law contemplates interception of data
transmissions, while Brazilian law is more explicit in its coverage of
machine-to-machine communication flows.
The procedural rules of the nine countries covered in this section do
not afford the power to order immediate or expeditious preservation
of data held by third parties; however, both Brazil and Chile require
© 2016 Alianza. All rights reserved.
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151

Search & Seizure

service providers to retain some Internet communication records
and both may require providers to produce communications content.
Colombia requires service providers to maintain subscriber records
for five years.
The nine countries covered in this section allow a form of search and
seizure, but only Colombia currently has wording for this authority
specific to computers and digital data. Argentina will also have
computer-specific wording once it implements the 2014 revision of
its Code of Criminal Procedure. The absence of specific wording
may negatively affect the efficacy of search and seizure provisions
in cybercrime investigations, and the Colombian provisions (as well
as the planned Argentine provisions)—despite specific computerrelated wording—contain no explicit allowance of remote access to
information systems, as contemplated by COMJIB.
In sum, although there are some current procedural law provisions in
Brazil, Chile, and Colombia that are pertinent, these provisions are not
comprehensive but rather address one or two areas: interception (Brazil
and Colombia), preservation (Brazil, Chile, and Colombia), and search
and seizure (Colombia). South America’s procedural statutes do not
provide robust support for digital-evidence collection and preservation.
Furthermore, substantive and procedural laws are not changing
at the same pace. Paraguay and Peru rank first in substantive law
development, but do not stand out procedurally. The three countries
that stand out procedurally today—Brazil, Chile, and Colombia—
have substantive law scores of 1, 2, and 3, respectively.
Specialist Structures and Capacity-Building
Investigation and prosecution of FTA service theft as a non-IP
cybercrime will likely be under the control of national authorities,
even in countries that have sub-national law enforcement and
criminal justice officials. That is because this form of service
theft undermines satellite broadcasting, an activity regulated
by national governments. Table 4 shows whether each of the
countries under study, with the exception of Uruguay, has
20

national-level specialized police and prosecutorial
units of the type geared toward handling any of
the non-IP cybercrime elements of FTA service
theft. Uruguay is excluded because it has no
statutes criminalizing those elements. Data on
specialized units is drawn almost entirely from
official sites; the CoE’s Country Wiki pages and
the Country Profiles section of the OAS and IDB’s
2016 Cybersecurity Report were also consulted.162
A yes in the table means a government website,
or more than one unofficial site, shows evidence
of the existence of such a unit. It does not imply,
however, that the unit has in the past investigated
or prosecuted, or might in the future investigate or
prosecute, any of the non-IP cybercrime elements
of FTA service theft—or that it has the funding,
tools, or expertise to do so.

Table 4

Matrix of National-Level Specialized Cybercrime
Police and Prosecutorial Units Relevant to
Non-IP Cybercrime Elements of FTA Service Theft
Country

Police

Argentina

Yes163

Yes164

Bolivia

165

Yes

No166

Brazil

Yes167

No168

Chile

Yes

No170

Yes 171

Yes172

Yes173

No174

Yes

Yes176

Yes177

No178

Yes179

No180

Colombia
All nine countries apparently have specialized
police units; of the nine, only three—Argentina,
Ecuador
Colombia, and Paraguay—possess specialized
Paraguay
units in their respective Public Prosecutor’s
Peru
Offices. Argentina and Colombia score well
for substantive law development; Argentina’s
Venezuela
standing in procedural law will improve when the
2014 revision of its Code of Criminal Procedure is
implemented, and Colombia already stands out in the region in
that respect. Although Paraguay is not a leader in procedural law,
it has a top score in substantive law. The Brazilian Federal Public
Prosecutor’s Office devotes resources to cybercrime but chiefly
in areas other than those relevant to FTA service theft; that may
also be the case for Ecuador.

National-level police181 and prosecutorial182 authorities in all
nine countries have some form of training organization which, in
principle, can serve as platforms for dissemination of knowledge
on the cybercrime elements of FTA service theft. Cybercrime
training should also be imparted to the judiciary and, here,
too, the judicial branches of government in all nine countries
have training organizations.183 Information appearing online at
official sites is insufficient to do even superficial cross-country
comparisons or to arrive at any conclusions regarding the efficacy
of training, especially of the type relevant to FTA service theft.
The Justice Studies Center of the Americas (JSCA)184 has published
two major studies on the prosecution of some complex crimes in
several Latin American countries, one in 2010, the other in 2013.185
Although these studies do not address the handling of any type
of cybercrime, they provide insights into the effectiveness of the
investigative, prosecutorial, and judicial apparatus of five of the nine
countries covered in this section, namely, Argentina, Chile, Colombia,
Peru, and Venezuela. These countries’ national criminal justice
statistics, which are not always meaningful or complete, as cautioned
by the authors of the studies, suggest that the prosecution of the
analyzed complex crimes can be improved. According to the two
studies, achievement of good outcomes is undermined in general
by, among other shortcomings, gaps in training and expertise,
insufficient funding, lack of coordination between investigating
bodies, slow-moving and innovation-inhibiting bureaucratic
procedures, and poor access to data and intelligence. Specialist
units, however, can develop good practices to improve performance.
These insights are likely applicable to all nine countries discussed in
this section and to the prosecution of cybercrimes, including the nonIP elements of FTA service theft.
© 2016 Alianza. All rights reserved.
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175

Prosecutor

Collaborative Relationships
International boundaries and knowledge gaps are formidable
obstacles to fighting FTA service theft effectively because, as a
cybercrime, it is transnational and highly dynamic and complex.
Both obstacles can be managed by collaborative relationships.
International treaty-level agreements on crime,186 which can be
bilateral or multilateral, can address all the matters related to
the investigation, prosecution, and adjudication of transnational
criminal offenses, namely, investigational support, extradition of
wrongdoers, harmonization of laws, and jurisdictional conflicts.
Some agreements cover only investigational support, in the
form of mutual legal assistance treaties (MLATs), or extradition;
other agreements may address all these matters or a less
comprehensive combination of them.
MLATs and extradition agreements are essential tools in
the fight against all forms of transnational crime, including
cybercrime—and all the countries in South America are parties
to such agreements187 —but they are flawed. In their absence,
an investigation may be doomed, and a wrongdoer may not be
punished; unfortunately, they are complex, time-consuming, and
sometimes ineffective.188
One significant challenge inherent in MLATs and extradition
treaties is the dual-criminality requirement. Under that
requirement, the acts giving rise to a request for investigational
support under an MLAT or a petition for extradition must be
criminalized in the country where the investigation is to occur
or the alleged wrongdoer is located, not just in the country
where prosecution is sought. Failure to meet the requirement
may compromise the full operation of MLATs,189 and generally
forecloses the possibility of extradition. In addition, in some cases,
only crimes specified in an extradition treaty are extraditable.
Another major and growing challenge in transnational crime
prosecution is concurrent jurisdiction among countries.
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Crossborder crime of all types may provide opportunities to
prosecute offenders “in any jurisdiction where a part of the crime
occurred.”190 With specific reference to cybercrime, legal experts
Brenner and Koops said in 2004, when Internet penetration was
much lower than it is today, that “[j]urisdiction conflicts abound,
both negative (no state claims jurisdiction) and positive (several
states claim jurisdiction at the same time).”191
By tackling cybercrime particularities, the 2001 CoE Convention
on Cybercrime and the COMJIB’s two 2014 cybercrime
instruments offer further formal international tools, the first much
more robustly than the second.
The CoE Convention seeks to enhance the effectiveness of
MLATs and extradition treaties. It addresses the dual-criminality
obstacle by laying out at least a minimum consensus on
criminalization to be incorporated into national substantive laws192
and by disallowing the obstacle in requests for preservation
of digital evidence.193 It addresses the extraditable-offense
obstacle by requiring that cybercrimes contemplated under
the Convention be deemed extraditable in existing extradition
treaties, when not so specified in those treaties, and be explicitly
included in new treaties.194 As for concurrent jurisdiction issues,
the Convention attempts to avoid some negative jurisdictional
conflicts by requiring contracting parties to extradite or
prosecute195 and, in the event of positive conflicts, provides
for consultations, “where appropriate,” among the parties.196 It
further contemplates harmonization of procedural law197 and
principles for cooperation, whether or not an underlying MLAT
exists, including regarding access to, preservation of, and realtime collection of data.198
As noted, the COMJIB cybercrime instruments—the
Recommendation Regarding the Definition and Punishment of
Cybercrimes and the Cooperation Agreement on Investigating,
Securing, and Collecting Cybercrime Evidence—are much less
robust than the CoE Convention. Only the second document,
which addresses procedural law harmonization and mutual
cooperation, is meant to be binding, once ratified by at least
three countries;199 the first, which addresses substantive law
harmonization,200 is not meant to be a binding agreement but,
as its title indicates, is a set of recommendations and, as such,
is ineffective in overcoming the dual-criminality barrier. The
Cooperation Agreement explicitly leaves MLAT dual-criminality
requirements intact.201 The two COMJIB documents are also less
ambitious in scope and content. As previously noted in this paper,
the COMJIB provisions, despite covering major points, are not
as extensive as their CoE counterparts. In addition, the COMJIB
documents are silent on extradition and concurrent jurisdiction.
To date, none of the South American countries has signed or
ratified the CoE Convention. As remarked earlier, Brazil opposes
it, favoring the drafting of a cybercrime treaty under UN auspices,
but five countries—Argentina, Chile, Colombia, Paraguay,
and Peru—have been invited to accede to it. According to the
information currently available at the COMJIB website, only two
South American countries—Argentina and Peru—have signed
its Recommendation, while only an equal number—Peru and
Uruguay—have signed its Cooperation Agreement.202

services, a secure communications channel linking membercountries’ central authorities that are charged with implementing
MLATs and extradition treaties.203 Within the Spanish- and
Portuguese-speaking communities in the Americas and Europe,
the Ibero-American Network of International Legal Cooperation
(Red Iberoamericana de Cooperación Jurídica Internacional, or
IberRed), a sister organization of COMJIB, also pursues better
cooperation and information-sharing between central authorities,
among other goals.204 At a global level, the 24/7 High-Tech
Crimes Network of the G8,205 a network of points of contact
serving to ease the task of locating and preserving electronic
evidence in emergencies, is open to countries outside the G8,
and at year-end 2007 had nearly 50 members, among which
were Brazil, Chile, and Peru.206 Membership in the G8 network is
promoted by the OAS, but up-to-date data on the network is not
publicly available at its website.207
Police forces in the region and beyond cooperate through the
Community of Police Forces of the Americas (Comunidad de
Policías de América, or AMERIPOL),208 the Latin American
and Caribbean Community of Police Intelligence (Comunidad
Latinoamericana y del Caribe de Inteligencia Policial, or
CLACIP)209 and, of course, the International Criminal Police
Organization (INTERPOL).210 In addition to enabling crossborder
operations against transnational cybercrime, international police
cooperation builds effectiveness through knowledge-sharing,
training, and research.211
Although public-public collaboration can address the
knowledge-gap obstacle, working entirely within the public
realm cannot overcome it. To have access to rapidly evolving
and highly specialized cyber expertise, government needs to
partner with the private sector. As remarked by cybersecurity
expert Ambassador Adam Blackwell, “[m]ore than 80% of the
infrastructure that drives the Internet and administers essential
services is owned and operated by the private sector. PublicPrivate Partnerships are therefore essential to fighting cybercrime
and responding to attacks.”212 Indeed, INTERPOL’s Global
Complex for Innovation (IGCI), established as a research and
development facility, including in cybersecurity and cybercrime,
partners with research laboratories, educational institutions, and
private industry, in addition to the public sector.213
Despite the need for public-private working relationships, the
OAS and IDB’s 2016 Cybersecurity Report notes that “[t]he
establishment of trusted public-private partnerships and
formal information-sharing mechanisms remains limited in the
region.”214 With a view to creating a reference point for building
such partnerships, the World Economic Forum (WEF), arguing
that “law enforcement and businesses must collaborate,”
issued Recommendations for Public-Private Partnership against
Cybercrime in January 2016 as part of its Future of the Internet
Initiative.215 Among other recommendations, the WEF has called
for more information-sharing, including through new and more
effective vehicles aimed, in part, at advancing investigations and
prosecutions; trust-building; and crime-reduction initiatives along
the lines of the World Bank Institute’s 2008 Fighting Corruption
through Collective Action: A Guide for Business.216

Treaty-level agreements provide frameworks for interaction and
mutual assistance among countries; organizations and networks
supplement these frameworks by facilitating the person-to-person
contact vital to investigations. Within the Americas, the OAS,
through its Department of Legal Cooperation, offers, among other
© 2016 Alianza. All rights reserved.
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de Cuentas Parcial – Gestión 2015) of the Bolivian Public Prosecutor’s Office
(Ministerio Público), published September 15, 2015, http://www.fiscalia.gob.
bo/webfiscalia/index.php/transparencia/rendicion-publica-de-cuentas,
nor the Office’s organizational chart, http://www.fiscalia.gob.bo/webfiscalia/
index.php/features/estructura, shows a specialized unit. The website of its
forensics body, IDIF, http://www.fiscalia.gob.bo/webfiscalia/index.php/idif,
also does not show a specialized cybercrime unit.
167 Anti-Cybercrime Service (Serviço de Repressão a Crimes Cibernéticos,
or SRCC) of the Brazilian Federal Police. This Service is part of the Office of
General Coordination of the Financial Crimes Police (Coordenação-Geral
de Polícia Fazendária) within the Organized Crime Directorate (Diretoria de
Investigação e Combate ao Crime Organizado), according to the Brazilian
Federal Police’s organizational chart, http://www.pf.gov.br/institucional/
quem-e-quem/ORGANOGRAMADPF.pdf. The Federal Police is part of the
Ministry of Justice.
168 According to a late 2015 briefing by the Brazilian Federal Public
Prosecutor’s Office (Ministério Público Federal), specialized units exist only in Rio
de Janeiro and São Paulo, http://www2.camara.leg.br/atividade-legislativa/
comissoes/comissoes-temporarias/parlamentar-de-inquerito/55alegislatura/cpi-crimes-ciberneticos/documentos/audiencias-publicas/
audiencia-publica-dia-10-09.15/apresentacao-neide-mara-cavalcanticardoso-de-oliveira-procuradora-da-republica-do-estado-do-rio-de-janeiroe-fernanda-teixeira-souza-domingos-procuradora-da-republica-do-estadode-sao-paulo. According to their webpages, the Offices in Rio de Janeiro and
São Paulo focus on hate crimes and protection of minors, http://www.prrj.mpf.
mp.br/frontpage/institucional/crimes-ciberneticos; http://www.prsp.mpf.
mp.br/institucional/procuradores/institucional/procuradores/crime/. There
has also been a Cybercrime Working Group (Grupo de Trabalho de Combate
aos Crimes Cibernéticos) at the Federal Public Prosecutor’s Office in Brasília
since 2011; it focuses mainly on the same two issues, http://www.mpf.mp.br/
atuacao-tematica/ccr2/coordenacao/comissoes-e-grupos-de-trabalho/
combate-crimes-cirberneticos.
169 Cybercrime Investigation Brigade (Brigada Investigadora del Cíber Crimen, or
BRICIB) of the Chilean National Investigation Police (Policía de Investigaciones de
Chile, or PDI), http://www.policia.cl/paginas/brigadas/bg-bricib/bricib.htm. The
PDI is part of the Ministry of the Interior and Public Safety.
170 The organizational chart of the Chilean Public Prosecutor’s Office
(Ministerio Público), http://www.fiscaliadechile.cl/Fiscalia/quienes/
organigrama3.jsp, shows specialized units for a variety of prosecutorial areas
but not for cybercrime.
171 Cybercrime Group (Grupo de Delitos Informáticos, or DEINF), which is part
of the Central Directorate of the Judicial Police (Dirección Central de Policía
Judicial, or DIJIN) in the Colombian National Police, http://oasportal.policia.
gov.co/portal/page/portal/UNIDADES_POLICIALES/Direcciones_tipo_
Operativas/Direccion_de_Investigacion_Criminal/Delitos_informaticos/
Preguntas_frecuentes. The Colombian National Police, an organization under
the control of the Ministry of National Defense, also maintains a cybercrime and
cybersecurity portal, Centro Cibernético Policial, at http://www.ccp.gov.co/.
172 Cybercrime Group (Grupo de Delitos Informáticos) of the Technical
Investigation Corps (Cuerpo Técnico de Investigación, or CTI) of the Colombian
Public Prosecutor’s Office (Fiscalía General de la Nación, or FGN); see this
early 2016 news item on the FGN site about a recent action of the Group, http://
www.fiscalia.gov.co/colombia/noticias/asegurados-presuntos-responsablesde-millonario-hurto-a-la-alcaldia-de-la-aguada-santander/. However, in terms
of legal staff, the organizational chart of the FGN, http://www.fiscalia.gov.co/
colombia/wp-content/uploads/ORG4.pdf, shows specialized units for a variety
of areas but not for cybercrime.
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173 Cybercrime Investigation Service (Servicio de Investigación del
Cibercrimen) of the Ecuadorian National Police, according to the 2014
Accountability Report of the National Directorate of the Judicial Police and
Investigations (Dirección Nacional de Policía Judicial e Investigaciones,
Rendición de Cuentas Año 2014), p. 41, http://www.dnpj.gob.ec/inicio/images/
DOC_PUB/TRANSPARENCIA/RENDICI%C3%92N%20DE%20CUENTAS%20
SR.%20DNPJeI%20-%202014.%20FINAL.pdf. Nevertheless, the webpage of
the National Directorate of the Judicial Police, http://www.policiaecuador.gob.
ec/dnpj/, does not show this service as one of its specialized units. On February
3, 2016, the Interior Ministry, which is the National Police’s parent organization,
announced the creation of the Cybercrime Sub-Directorate (Subdirección
de Delitos Informáticos), presumably within the Judicial Police, http://www.
ministeriointerior.gob.ec/ciberdelitos-seran-enfrentados-e-investigados-poruna-nueva-estructura-policial/.
174 The website of the Ecuadorian Public Prosecutor’s Office (Fiscalía General
del Estado, or FGE), http://www.fiscalia.gob.ec/index.php/, shows specialized
units for a variety of prosecutorial areas but not for cybercrime. However, on
February 3, 2016, the Interior Ministry referenced the existence of a Cybercrime
Unit (Unidad de Delitos Cibernéticos) in the Public Prosecutor’s Office, but the
discussion was within the context of pedophilia, http://www.ministeriointerior.
gob.ec/ciberdelitos-seran-enfrentados-e-investigados-por-una-nuevaestructura-policial/.
175 Cybercrime Laboratory (Laboratorio Contra Delitos Informáticos), part of
the Economic and Financial Crime Department (Departamento Contra Delitos
Económicos y Financieros) of the Paraguayan National Police, under the
Ministry of the Interior, http://www.mdi.gov.py/index.php/seguridad-ciudadana/
item/2146-ministro-habilita-el-%E2%80%9Claboratorio-contra-los-delitosinform%C3%A1ticos%E2%80%9D-de-la-polic%C3%ADa-nacional.
176 Specialized Cybercrime Unit (Unidad Especializada de Delitos
Informáticos) of the Paraguayan Public Prosecutor’s Office (Ministerio Público),
http://www.ministeriopublico.gov.py/delitos-informaticos-i242. See also
the Unit’s leaflet at http://www.ministeriopublico.gov.py/userfiles/files/
publicaciones/delitos-informaticos.pdf.
177 High-Technology Crime Investigation Division (División de Investigación de
Delitos de Alta Tecnología, or DIVINDAT), a part of the Directorate of Criminal
Investigation (Dirección de Investigación Criminal) of the Peruvian National
Police, https://www.pnp.gob.pe/direcciones_policiales/direicaj/dirincri/
divisiones.html. The National Police is part of the Ministry of the Interior.
178 The website of the Peruvian Public Prosecutor’s Office (Ministerio Público),
http://www.mpfn.gob.pe/, shows specialized units for a variety of prosecutorial
areas but not for cybercrime.
179 Cybercrime Division (División contra Delitos Informáticos) of the Scientific,
Criminal, and Forensic Investigation Corps (Cuerpo de Investigaciones
Científicas, Penales y Criminalisticas, or CICPC), a part of the Ministry of
People’s Power for Interior Relations, Justice, and Peace, https://twitter.com/
cicpcinformatco?lang=en. In March 2016, the website of the Corps, http://
www.cicpc.gob.ve, was flagged as not having a security certificate issued
by a trusted certificate authority, and was not visited. Another entity of note—
but organizationally outside the country’s law enforcement and prosecutorial
structure—is the National Computer Forensics Center (Centro Nacional de
Informática Forense, or CENIF), http://www.suscerte.gob.ve/cenif/. Despite its
separation from that structure, CENIF provides support to the police, the Public
Prosecutor’s Office, the judicial system, and security agencies, according
to the Venezuelan News Agency, http://www.avn.info.ve/contenido/
venezuela-enfrenta-acierto-%E2%80%9Cboom%E2%80%9D-delitosinform%C3%A1ticos. CENIF is a part of the Superintendency of Electronic
Certification Services (Superintendencia de Servicios de Certificación
Electrónica, or SUSCERTE) which, in turn, is under the Ministry of People’s
Power for University Education, Science, and Technology.
180 Neither the website of the Venezuelan Public Prosecutor’s Office (Ministerio
Público), http://www.mp.gob.ve/web/guest/principal#, nor the Office’s 2015
Annual Report (Informe Annual 2015), http://www.mp.gob.ve/web/guest/
informe-anual, indicates a specialized unit for cybercrime. There are, however,
other specialized areas.
181 Argentina: University Institute of the Federal Police (Instituto Universitario
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de la Policía Federal Argentina), http://www.iupfa.edu.ar/index.html; Bolivia:
National Directorate of Instruction and Teaching (Dirección Nacional de
Instrucción y Enseñanza) of the National Police, http://www.policia.bo/ghli/
edo.php, and Marshal Antonio José de Sucre Police University (Universidad
Policial “Mcal. Antonio José de Sucre,” or UNIPOL), http://www.unipol.
edu.bo/; Brazil: National Police Academy (Academia Nacional de Policia),
http://www.pf.gov.br/anp/; Chile: Police Investigation School (Escuela de
Investigaciones Policiales), http://www.escipol.cl/, and Advanced Academy
of Police Studies (Academia Superior de Estudios Policiales), http://www.
asepol.cl/; Colombia: National Directorate of Schools (Dirección Nacional de
Escuelas) of the National Police, http://www.policia.gov.co/portal/page/portal/
UNIDADES_POLICIALES/Direcciones_Apoyo_servicio/Direccion_nacional_
escuelas; Ecuador: Advanced Technological Institute (Instituto Tecnológico
Superior, or ITSPN), http://itspn.edu.ec/home/, and the Training Department
(Departamento de Capacitación) of the National Police, http://www.dnpj.gob.
ec/inicio/files/FORMATO_-PROPUESTA_PLANIFICACION_ACADEMICAEJEMPLO(1).pdf; Paraguay: Advanced Institute of Police Education (Instituto
Superior de Educación Policial) of the National Police, http://www.isepol.
edu.py/?q=node/55; Peru: Executive Directorate of Education and Doctrine
(Dirección Ejecutiva de Educación y Doctrina) of the National Police, http://www.
pnp.gob.pe/nosotros.html; Venezuela: National Academy of the Scientific,
Criminal, and Forensic Investigation Corps (Academia Nacional del Cuerpo
de Investigaciones Científicas, Penales y Criminalísticas), according to news
articles, http://www.eluniversal.com/sucesos/160301/ministro-gonzalezlopez-considera-necesario-transformar-el-cicpc and http://www.vtv.gob.
ve/articulos/2015/07/10/crean-academia-nacional-del-cicpc-para-fortalecerformacion-en-investigacion-penal-y-criminalistica-2041.html. In March 2016,
the website of the Corps, http://www.cicpc.gob.ve, was flagged as not having a
security certificate issued by a trusted certificate authority, and was not visited.
182 Argentina: General Directorate of Training and School of Public
Prosecutor’s Office (Dirección General de Capacitación y Escuela, or
DCFE), http://www.mpf.gob.ar/capacitacion/; Bolivia: School of Public
Prosecutor’s Office (Escuela de Fiscales del Estado), http://www.fiscalia.
gob.bo/webfiscalia/index.php/features/estructura; Brazil: Advanced
School of the Federal Public Prosecutor’s Office (Escola Superior do
Ministério Público da União, or ESMPU), http://escola.mpu.mp.br/; Chile:
National Training Unit of Public Prosecutor’s Office (Unidad Nacional de
Capacitación), http://www.fiscaliadechile.cl/Fiscalia/quienes/docu/
division_de_recursos_humanos.pdf; Colombia: Knowledge and Innovation
University Institution for Justice (Institución Universitaria Conocimiento e Innovación
para la Justicia, or CIJ), http://cij.edu.co/portal/; Ecuador: School of Public
Prosecutor’s Office (Escuela de Fiscales), http://www.fiscalia.gob.ec/index.
php/sala-de-prensa/1878; Paraguay: Training Center of Public Prosecutor’s
Office (Centro de Entrenamiento), http://www.ministeriopublico.gov.py/
centro-de-entrenamiento; Peru: School of Public Prosecutor’s Office (Escuela
del Ministerio Público), http://www.mpfn.gob.pe/index.php?K=363&CSRF_
TOKEN=d4c426adc73dd0aa0c16dfccb1d54487483af184; Venezuela: National
Prosecutor’s School of Public Prosecutor’s Office (Escuela Nacional de Fiscales
del Ministerio Público), http://escueladefiscales.mp.gob.ve/site/.
183 Argentina: Judiciary School (Escuela Judicial de la Nación), http://www.
escuelajudicial.pjn.gov.ar/; Bolivia: Judges’ School (Escuela de Jueces del
Estado), https://www.eje.gob.bo/; Brazil: Undersecretariat of Research and
Educational Programs, Federal Justice Council (Subsecretaria de Pesquisa
e Programas Educacionais, Conselho da Justiça Federal), http://www.cjf.
jus.br/cjf/conheca-o-cjf/OrganogramaRes3492015publicar.pdf; Chile:
Training and Development Unit, Administrative Corporation of the Judicial
Branch (Unidad de Capacitación y Desarrollo, Corporación Administrativa
del Poder Judicial, or CAPJ), http://www.pjud.cl/departamento-recursoshumanos; Colombia: Rodrigo Lara Bonilla Judicial School (Escuela Judicial
“Rodrigo Lara Bonilla”), http://www.ejrlb.net/; Ecuador: Judicial Function
School (Escuela de la Función Judicial), http://escuela.funcionjudicial.gob.
ec/; Paraguay: Judicial School (Escuela Judicial), http://www.ej.org.py/web/;
Peru: Judiciary Academy (Academia de la Magistratura), http://www.amag.
edu.pe/es; Venezuela: National Judiciary School (Escuela Nacional de la
Magistratura), http://enm.tsj.gob.ve/site/.
184 Based in Santiago, Chile, JSCA, called Centro de Estudios de Justicia de
las Américas (CEJA) in Spanish, was created by and has the same membership as the OAS. The in-depth study of justice systems is one of its key goals.
The organization’s website is at http://desa.cejamericas.org/en/.
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185 2010: Persecución de Delitos Complejos: Capacidades de los Sistemas
Penales en América Latina [Prosecution of Complex Crimes: Criminal System
Capacity in Latin America], covering Argentina, Chile, Colombia, Mexico,
Peru, and Venezuela, http://biblioteca.cejamericas.org/handle/2015/2995.
2013: Persecución de Delitos Complejos: Experiencias en la Investigación
Criminal [Prosecution of Complex Crimes: Experiences in Criminal
Investigation], covering Chile and Colombia, http://biblioteca.cejamericas.
org/handle/2015/5324.

205 Described as “an informal group of advanced economies that meets
annually” to discuss issues of “common concern,” the G8 comprises, in
addition to the U.S., Canada, France, Germany, Italy, Japan, Russia, and
the U.K. In 2014, Russia’s participation was suspended as a result of its
actions regarding Ukraine. See U.S. Department of State, “G8 Frequently
Asked Questions,” http://www.state.gov/e/eb/ecosum/2012g8/faqs/, and
“Background Briefing on Ukraine,” June 20, 2014, http://www.state.gov/r/pa/
prs/ps/2014/06/228088.htm.

186 Non-treaty arrangements—letters rogatory and executive agreements—
also play a role in transnational criminal investigations, but are outside this
paper’s scope. For a brief description of both, see the chapter on transnational investigation of cybercrime in Susan Brenner, Cybercrime and the Law:
Challenges, Issues, and Outcomes (Boston, MA: Northeastern University
Press, 2012).

206 See The G8 24/7 Network of Contact Points—Protocol Statement,
http://www.oas.org/juridico/english/cyb_pry_G8_network.pdf, and
Albert Rees, Computer Crime & Intellectual Property Section, Criminal
Division, U.S. Department of Justice, 24/7 High Tech Crime Network, http://
www.oas.org/juridico/english/cyb20_network_en.pdf.

187 A listing of international agreements for each member of the OAS
appears at http://www.oas.org/juridico/MLA/en/index.html. Information
on international agreements can also be obtained for Argentina, Chile,
Colombia, Paraguay, and Peru at the CoE’s Country Wiki pages, op. cit.
188 For a discussion of the difficulties, see the chapter on transnational investigation of cybercrime in Brenner, Cybercrime and the Law.
189 In principle, MLATs do not require dual criminality but, in practice, such
treaties may not always be operational or operational in full in its absence. See T.
Markus Funk, Mutual Legal Assistance Treaties and Letters Rogatory: A Guide
for Judges, Federal Judicial Center, 2014, p. 11, http://www.fjc.gov/public/pdf.
nsf/lookup/mlat-lr-guide-funk-fjc-2014.pdf/$file/mlat-lr-guide-funk-fjc-2014.
pdf. For example, the Inter-American Convention on Mutual Assistance in
Criminal Matters, which is relevant to South America, may have limited effect
if dual criminality is absent. Specifically, the country receiving a request under
the Convention has the option to deny assistance for “immobilization and
sequestration of property” and search-and-seizure operations. See Article 5,
http://www.oas.org/juridico/english/treaties/a-55.html.
190 International Association of Prosecutors, Prosecutorial Guidelines
for Cases of Concurrent Jurisdiction, May 21, 2014, p. 5, http://www.
iap-association.org/News/IAP-Prosecutorial-Guidelines-for-Cases-ofConcurre.
191 Brenner and Koops, op. cit., p. 3.
192 CoE, Convention, Articles 2-13, pp. 3-7.
193 Ibid., Article 29, p. 16.
194 Ibid., Article 24, p. 12.
195 CoE, Explanatory Report, pp. 41 and 43.
196 Ibid., p. 41.
197 CoE, Convention, Articles 14-21, pp. 7-11.
198 Ibid., Articles 25-35, pp. 13-18.
199 COMJIB, Cooperation Agreement, Article 27, p. 9.
200 COMJIB, Recommendation, I-X, pp. 2-5.
201 COMJIB, Cooperation Agreement, Article 3, p. 4.
202 COMJIB, Recommendation, p. 5, and Cooperation Agreement, p. 11.
203 See the webpages of the OAS Department of Legal Cooperation, http://
www.oas.org/en/sla/dlc/default.asp. Secure communications is described
at http://www.oas.org/juridico/MLA/en/index.html. Beyond cybercrime, the
OAS fosters cybersecurity awareness and development in the region. See
https://www.oas.org/en/topics/cyber_security.asp.

207 Current documents are located on a non-public part of the OAS
Department of Legal Cooperation webpage, http://www.oas.org/juridico/
english/cyber_g8.htm.
208 In March 2016, the AMERIPOL website, http://www.ameripol.
org/portalAmeripol/, was under construction. For a description of the
organization, see Mario Villegas Vicencio, “Ameripol, en la lucha contra
el Crimen Organizado Transnacional” [AMERIPOL, in the Fight Against
Transnational Organized Crime], http://www.anepe.cl/ameripol-en-la-luchacontra-el-crimen-organizado-transnacional/.
209 There does not appear to be a website for CLACIP. For activities
of CLACIP, see press article “Fuerzas de Policía Latinoamericana
afinan combate contra el cibercrimen y trata de personas” [Latin
American Police Forces Advance Fight Against Cybercrime and
Human Trafficking], El Espectador, August 13, 2015, http://www.
elespectador.com/noticias/elmundo/fuerzas-de-policia-latinoamericanaafinan-combate-contr-articulo-579090. CLACIP is cited by cybercrime
expert Cameron Brown as a “leading international law enforcement
organization,” in Brown, op. cit., p. 92.
210 For INTERPOL’s webpages on cybercrime, see http://www.interpol.
int/Crime-areas/Cybercrime/Cybercrime.
211 See INTERPOL, “Coordinating efforts to better combat cybercrime
focus of INTERPOL working group,” March 31, 2016, http://www.interpol.
int/News-and-media/News/2016/N2016-040, covering a meeting in Costa
Rica of heads of units in the Americas. It highlights international operational
success, knowledge-sharing, and training. For INTERPOL’s research
aimed at enhancing the organization’s response to cybersecurity incidents
and cybercrime activities, see the description of the INTERPOL Global
Complex for Innovation (IGCI) at http://www.interpol.int/About-INTERPOL/
The-INTERPOL-Global-Complex-for-Innovation/About-the-IGCI.
212 Ambassador Adam Blackwell, “Inter-American Defense College
Industry Day 2015, Opening Address,” May 18, 2015, https://
adamblackwell.wordpress.com/2015/05/18/inter-american-defensecollege-industry-day-2015-opening-address/.
213 See the description of IGCI at http://www.interpol.int/About-INTERPOL/
The-INTERPOL-Global-Complex-for-Innovation/About-the-IGCI.
214 Melissa Hathaway, Jennifer McArdle, and Francesca Spidalieri, “Reflections on the Region,” in OAS and IDB, op. cit., p. 115.
215 WEF, Recommendations for Public-Private Partnership against
Cybercrime, January 2016, p. 3, http://www3.weforum.org/docs/WEF_
Cybercrime_Principles.pdf.
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worldbank.org/etools/docs/antic/Whole_guide_Oct.pdf.
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PART 7

CONCLUSIONS &
RECOMMENDATIONS
FTA service theft is a serious crime. It harms not just satellite pay-TV operators but
everyone. It is a parallel illegal industry that diverts revenues from governments,
operators, and programmers; reduces formal employment; depresses income earned
by creative sectors; and results in higher fees to lawful subscribers. Governments fail
to collect over $240 million a year in taxes and fees, while annual industry losses are
sustained by any pay-TV operator or programmer, whether using satellite or cable
technology, and are estimated at over $1.7 billion. Criminal enterprises drive the industry.
What is more, these enterprises use at least some, if not all, of the tactics of transnational
organized crime, and their business model is dependent on rogue satellite receivers that
can potentially serve as platforms for other forms of malevolent activity, most notably the
spread of botnets.
More than one path can be followed to counter FTA service theft. Governments
can attack it as a traditional service-theft crime, outside the cybercrime realm, like
the theft of electricity, or as IP infringement. Or governments can undermine the
business model of the theft’s criminal enterprises—as Uruguay does—by banning
rogue satellite receivers and, through its IP law, by criminalizing acts that, among
other things, circumvent a rights holder’s technical protection.
This paper suggests an important additional path. It demonstrates that FTA service
theft is an enforceable cybercrime, irrespective of any IP infringement. Specifically,
FTA service-theft organizations exploit integral use of computer and networking
technologies and target those technologies, and may be liable to prosecution
under statutes criminalizing four acts. These are: unauthorized access to systems
and circumvention of data protection, computer fraud, the making available
and distribution of misuse-of-device tools, and illegal interception of private
communications. To a greater or lesser degree, these statutes are in effect in South
America, with the exception of Uruguay, and afford the region’s law enforcement and
prosecutors a compelling opportunity for cybercrime suppression.
The strongest substantive-law regimes against FTA service theft perpetrated by
criminal enterprises that are at prosecutors’ disposal can be found in Paraguay and
Peru. Despite its criminalizing only three of the four non-IP cybercrime elements of
FTA service theft, Ecuador’s regime may be as favorable to prosecution as that of
Paraguay and Peru because its unauthorized-access provision explicitly criminalizes
taking control of service offerings distributed by breached systems to deny revenue
to legitimate providers. Argentina, Colombia, and Venezuela also have strong legal
regimes from the perspective of FTA service theft as a non-IP cybercrime. Bolivia
and Chile have weak regimes. Brazil’s regime arguably least supports a cybercrime
charge against FTA service theft; this is unfortunate, given the commanding size of
the country’s FTA service-theft market in South America.
Modernization of procedural law regimes—crucial for gaining authority to gather
digital evidence expeditiously, from all pertinent sources, and even in real time—has
not occurred in tandem with that of substantive laws, and these regimes generally
fall short of the requirements to effectively prosecute cybercrimes. Brazil’s, Chile’s,
and Colombia’s laws may be the best; Argentina will eventually join these three,
once its revised Code of Criminal Procedure, as currently worded, is implemented.
Bolivia’s regime is the least effective because of the absence of lawful interception
authority relevant to FTA service theft.

Key Findings
FTA service theft can be—and
is—fought on different fronts. For
example, Uruguay undermines
the theft’s business model by
banning rogue satellite receivers
and, through its IP law, by
criminalizing acts that, among
other things, circumvent a rights
holder’s technical protection.
Governments can add another
front by fighting it as a non-IP
cybercrime.
Argentina, Chile, Colombia,
Ecuador, Paraguay, and Peru are
likely the most ready to fight FTA
service theft as a non-IP cybercrime.
Going forward, South American
countries should:
Recognize FTA service theft
as a cybercrime, irrespective
of IP infringement implications,
and prosecute FTA servicetheft enterprises on that
basis, in addition to any other
available grounds;
Strengthen or establish
cyber-dedicated police and
prosecutorial units;
Impart robust and constantly
updated cyber training to
police, prosecutors, and
judges;
Integrate, into their legal
structures, at least COMJIB’s
two cybercrime instruments,
if not the CoE Cybercrime
Convention as well; and
Create effective cyber
public-private partnerships.
All these recommendations
are cost-effective. Their
implementation will serve to
counteract the alarming economic
impact of FTA service theft and of
other cybercrimes.

Other critical items in a country’s cybercrime toolkit include specialist police and
prosecutorial units, and cyber training throughout the law-enforcement chain,
from police, to prosecutors, to judges. The South American countries with relevant
substantive cybercrime laws—that is, all except Uruguay—have police units specializing in cybercrime. Argentina, Colombia, and
Paraguay stand apart from the others because they also have specialist prosecutorial units dealing with the cybercrime elements
of FTA service theft. All nine countries have general training platforms, covering a range of topics, for their police, prosecutors, and
judges, but there is no ready means to distinguish one country from another in this area.
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Table 5 consolidates this paper’s relative
assessments of each of the South American
countries, except Uruguay, in the substantive law,
procedural law, and specialist unit categories to
determine how each compares with the other,
overall. The training category is excluded because
there is no data in this paper to differentiate the
countries. A score is assigned to each country
in each category, and then added to calculate
the ranking. For purposes of this exercise, it is
assumed Argentina has implemented its new Code
of Criminal Procedure, as currently worded.
The ranking is Argentina and Colombia (5); Paraguay
(4); Chile, Ecuador, and Peru (3); Brazil and Venezuela
(2), and Bolivia (0). Absent data on the effectiveness
of the substantive and procedural laws of interest to
this paper and on the effectiveness of police forces
and prosecutors in applying these laws, as well as any
data on training, the ranking can provide at best only a
rough indication of the relative standing of each of the
nine countries.
The relative assessments of five countries—Argentina,
Chile, Colombia, Paraguay, and Peru—in the
substantive law and procedural law categories will be
significantly strengthened if they sign and ratify the
CoE Cybercrime Convention following their invitations
to accede to the treaty. Their training profiles can
also be enhanced through participation in the CoE’s
technical cooperation programs.

Table 5

Country Ranking by Relative Assessment
in Each Category and Overall
Score by Category
Country

Substantive Law

Procedural Law

Specialist Units

Overall Score

Argentina

1

2

2

5

Bolivia

0

-1

1

0

Brazil

-1

2

1

2

Chile

0

2

1

3

Colombia

1

2

2

5

Ecuador

2

0

1

3

Paraguay

2

0

2

4

Peru

2

0

1

3

Venezuela

1

0

1

2

Scores for substantive and procedural laws: -1 (cited in the narrative with weakest relative
assessment, 0 (not cited, or cited with weak relative assessment, 1 (cited with good relative
assessment), and 2 (cited with best relative assessment); scores for specialist units: 1 (cited as
just having specialist police) and 2 (cited as having both specialist police and prosecutorial units)

Relative assessments in the substantive law and procedural
law categories can also be substantially improved by
incorporating into national legislation COMJIB’s Recommendation
Regarding the Definition and Punishment of Cybercrimes and
its Cooperation Agreement on Investigating, Securing, and
Collecting Cybercrime Evidence. So far, of the nine countries
above, Peru has signed both COMJIB documents.
The establishment of collaborative relationships figures as the final
item in this paper’s cybercrime toolkit. To be sure, basic frameworks
for these relationships exist through the numerous MLATs and
extradition treaties in force, but these frameworks are not as effective
as they can be, in the absence, in particular, of legal harmonization,
common rules on collecting digital evidence, and widening of the
concept of extraditable offenses to include cybercrimes. The CoE
Cybercrime Convention addresses all three matters; the COMJIB
documents, the first two. South American governments collaborate
on cybercrimes and cybersecurity through numerous platforms—in
addition to COMJIB, the OAS, IberRed, AMERIPOL, CLACIP, and
INTERPOL—and at least some have joined the 24/7 High-Tech Crimes
Network of the G8.
Cybercrime public-private partnerships, however, are not
widespread. One possible guideline for building these partnerships
is the WEF’s recently drafted Recommendations for Public-Private
Partnership against Cybercrime.

Strengthen or establish cyber-dedicated police and
prosecutorial units;
Impart robust and constantly updated cyber training to
police, prosecutors, and judges;
Integrate, into their legal structures, at least COMJIB’s
two cybercrime instruments, if not the CoE Cybercrime
Convention as well; and
Create effective cyber public-private partnerships.
The core themes of these recommendations—build cybercrime
awareness, strengthen criminal justice, and boost partnerships—are
recognized best practices, including in South America. Indeed, they
are among the objectives of Colombia’s new National Digital Security
Policy (Política Nacional de Seguridad Digital),217 the first in Latin
America and one of the first in the world to fully espouse the OECD’s
digital security risk management principles.218
And these recommendations are cost-effective. Their
implementation will serve to counteract the alarming economic
impact of FTA service theft and of other cybercrimes. Citing a
2011 working paper, the OAS and IDB’s 2016 Cybersecurity
Report puts the estimate for all cybercrime in Latin America and
the Caribbean at $90 billion a year.219

Going forward, South American countries should:
Recognize FTA service theft as a cybercrime, irrespective
of IP infringement implications, and prosecute FTA servicetheft enterprises on that basis, in addition to any other
available grounds;
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217 Consejo Nacional de Política Económica y Social (CONPES) [National Economic and Social Policy Council], Política Nacional de Seguridad Digital
[National Digital Security Policy], April 11, 2016, pp. 48-49, https://colaboracion.dnp.gov.co/CDT/Conpes/Econ%C3%B3micos/3854.pdf.
218 Ministry of Information and Communications Technology, “Colombia cuenta con una Política Nacional de Seguridad Digital” [Colombia Has a
National Digital Security Policy], April 13, 2016, http://www.mintic.gov.co/portal/604/w3-article-15033.html. For the OECD principles, see OECD,
Digital Security Risk Management for Economic and Social Prosperity: OECD Recommendation and Companion Document, 2015, DOI: http://dx.doi.
org/10.1787/9789264245471-en.
219 Luis Alberto Moreno, President, IDB, in OAS and IDB, op. cit., p. IX.
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APPENDIX I

COUNTRY-BY-COUNTRY SOCIETAL IMPACT OF
FTA SERVICE THEFT
All figures in Appendix I are based, as noted, on Alianza’s and BB-Business Bureau’s data. Figures are unavailable for
Bolivia and Paraguay.

ESTIMATED SATELLITE PAY-TV FTA SERVICE-THEFT
MARKET AS RATIO OF LEGITIMATE SATELLITE
PAY-TV MARKET
Country

FTA Service-Theft
Market (Households)220

Legitimate Satellite
Pay-TV Market
(Households)221

FTA Households
For Every 100
Legitimate Households

Argentina
Bolivia
Brazil
Chile
Colombia
Ecuador
Paraguay
Peru
Uruguay
Venezuela
Total

ESTIMATED SATELLITE PAY-TV FTA SERVICE-THEFT
MARKET AS RATIO OF LEGITIMATE CABLE
PAY-TV MARKET
Country

FTA Service-Theft
Market (Households)

Legitimate Cable
Pay-TV Market
(Households)222

FTA Households
For Every 100
Legitimate Households

Argentina
Bolivia
Brazil
Chile
Colombia
Ecuador
Paraguay
Peru
Uruguay
Venezuela
Total
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ESTIMATED ANNUAL LOST GOVERNMENT TAX
REVENUE FROM SATELLITE PAY-TV FTA SERVICE
THEFT223 (in millions of U.S. dollars)
Country

FTA Service-Theft
Market (Households)

Value-Added Tax
%

$ MM

Income Tax
%

$ MM

Total Lost
$ MM

Argentina
Bolivia
Brazil224
Chile
Colombia
Ecuador
Paraguay
Peru
Uruguay
Venezuela
Total

ESTIMATED ANNUAL PROVIDER AND PROGRAMMER
LOSSES FROM SATELLITE PAY-TV FTA SERVICE
THEFT225 (in millions of U.S. dollars)
Country

FTA Service-Theft
Market (Households)

Annual Average
Subscriber Fee
($)

Annual Provider
Losses, 100%
($ MM)

Annual Programmer
Losses, 25%
($ MM)

Argentina
Bolivia
Brazil
Chile
Colombia
Ecuador
Paraguay
Peru
Uruguay
Venezuela
Total
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ESTIMATED FORMAL DIRECT AND INDIRECT
JOBS LOST FROM SATELLITE PAY-TV FTA
SERVICE THEFT226
Country

FTA Service-Theft
Market (Households)

Base Units
(Households /
100,000)

Number of Jobs
Lost, Each
Base Unit

Total Jobs Lost

Argentina
Bolivia
Brazil
Chile
Colombia
Ecuador
Paraguay
Peru
Uruguay
Venezuela
Total
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220 Alianza, op. cit. FTA service-theft market equals FTA piracy households in the Alianza study.
221 BB-Business Bureau, op. cit. The BB report estimates per-country pay-TV households, broken down by satellite and cable TV, and the same households, broken down by legal and illegal viewer households. To calculate the number of legitimate households, the satellite pay-TV market share was
applied to the number of legal households.
222 Ibid. An analogous variation of the methodology described in the preceding endnote was used to calculate the legitimate cable pay-TV
household figures.
223 Alianza, op. cit. The value-added and income tax figures appearing in the Alianza study are based on the estimated number of households for “Total
Pay-TV Signal Piracy (Excluding Online Piracy),” which is broader than this paper’s FTA service-theft focus. To adjust the Alianza figures to conform to
this paper’s focus, the proportion of the number of households for Alianza’s “FTA piracy” to the number of households for its “Total Pay-TV Signal Piracy
(Excluding Online Piracy)” was applied to each of the tax figures.
224 Ibid. For Brazil’s value-added tax, Alianza used the Tax on the Circulation of Goods and Services (ICMS). Because ICMS varies by municipality, it
used an average of 11% for estimation purposes.
225 Ibid.
226 Ibid. Alianza estimates that approximately 200 direct and indirect jobs are lost in the formal sector for every 100,000 households in the signal-theft
market, as defined in its study.
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APPENDIX II

SCREENSHOTS OF FTA SERVICE-THEFT
PRESENCE ONLINE
Note: All screenshots retrieved January 19, 2016.
Screenshot 1: Listing for rogue FTA device VivoBox at alibaba.com (see ENDNOTE 20, Part 3). The product details and
specifications show support for third-party for-payment IKS through software plugins like CCcam, in addition to free IKS and SKS.
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Screenshot 2: Listing for rogue FTA device TocomFREE at alibaba.com (see ENDNOTE 23, Part 3). Free IKS and SKS for South
America are offered.

Screenshot 3: The highlights section of the listing for rogue FTA device TocomFREE from the previous screenshot (see ENDNOTE 24,
Part 3). It shows use of three commercial satellites for SKS, as well as use of servers in Chile for IKS.
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Screenshot 4: Listing for rogue FTA device N1GS at made-in-china.com (see ENDNOTE 27, Part 3). The product description
promises “life time free SKS & IKS service.”

Screenshot 5: Listing for rogue FTA device N1GS at nusky.org (see ENDNOTE 27, Part 3). The free IKS and SKS service offer on this
site is “indefinite,” in contrast to the “lifetime” offer for the same device appearing in the previous screenshot.
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Screenshot 6: Listing for rogue FTA device Speed S1 Full HD at nusky.org (see ENDNOTE 28, Part 3). The product specifications
indicate indefinite free SKS and renewable one-year accounts for IKS.

Screenshot 7: Brazilian IKS supplier csbrasil.net.br (see ENDNOTE 31, Part 3). The home page claims servers are hosted in the
cloud outside Brazil and shows service plans and subscription rates.

© 2016 Alianza. All rights reserved.

38

Screenshot 8: Brazilian IKS supplier csbrasil.net.br (see ENDNOTE 31, Part 3). The subscription page indicates payments can be
accepted through a major Brazilian online service.

Screenshot 9: Brazilian IKS supplier csbrasil.net.br (see ENDNOTE 31, Part 3). The configuration page links to online tutorials for a
variety of rogue FTA devices.
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Screenshot 10: Brazilian IKS supplier csbrasil.net.br (see ENDNOTE 31, Part 3). The re-sale page outlines the conditions for
becoming a re-seller and guarantees a server uptime rate of 95%.

Screenshot 11: Brazilian IKS supplier viptelecom.in (see ENDNOTE 32, Part 3). According to the who-we-are page, the service
harvests control words at two locations and has over 100 servers in Brazil, Canada, and the U.S.
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Screenshot 12: Brazilian IKS supplier viptelecom.in (see ENDNOTE 32, Part 3). The home page boasts of more than 16,000
customers and offerings from Argentina, Brazil, Colombia, and Ecuador.

Screenshot 13: Brazilian IKS supplier viptelecom.in (see ENDNOTE 32, Part 3). The our-products page outlines subscription plans
and notes opportunities for re-sellers.
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Screenshot 14: Argentine IKS supplier ikspremium.com (see ENDNOTE 33, Part 3). The home page emphasizes that it is not a reseller but uses its own harvester servers.

Screenshot 15: Argentine IKS supplier ikspremium.com (see ENDNOTE 33, Part 3). Its offerings are all carried by a single satellite,
and vary according to the number of channels purchased.
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Screenshot 16: Spanish-language IKS supplier ikseclocalcl.com (see ENDNOTE 34, Part 3). This supplier appears to serve Chile
and Ecuador.

Screenshot 17: Spanish-language IKS supplier serveriks.com (see ENDNOTE 34, Part 3). This supplier indicates it offers channels
from Chile, Colombia, Ecuador, Peru, and Venezuela.

© 2016 Alianza. All rights reserved.

43

Screenshot 18: Spanish-language IKS supplier latinoiks.com (see ENDNOTE 34, Part 3). Customers must request instructions on
how to make subscription payments, which may be by credit card or other means.

Screenshot 19: Brazilian IKS supplier card.tv.br (see ENDNOTE 34, Part 3). The supplier claims to use a dedicated server.
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Screenshot 20: Brazilian IKS supplier csftv.net (see ENDNOTE 34, Part 3). As is common, this supplier allows potential customers to
request a pre-purchase test of the service.

Screenshot 21: Brazilian IKS supplier lidercs.com.br (see ENDNOTE 34, Part 3). In its description of IKS, the supplier says: “We don’t
know to what degree this practice is legal or illegal.”
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Screenshot 22: Brazilian IKS supplier cspremium.net (see ENDNOTE 34, Part 3). It claims to have a dedicated fiber-optic link for its
owned, secure server.

Screenshot 23: Brazilian IKS supplier servercsgo.com (see ENDNOTE 34, Part 3). It claims to have a secure cloud server with almost
100% uptime.
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Screenshot 24: Spanish-language IKS supplier iks61tv.com (see ENDNOTE 35, Part 3). It splits its IKS service offerings between
so-called silver and gold servers that provide differentiated service levels at two rates: gold promises high-definition in addition to
standard-definition programming; access to two proprietary encryption systems, not just one; better server stability; and support
for older rogue FTA receivers in addition to newer models. The higher level of stability of the gold server is attributed in part to an
undefined “extensive sponsor base.”

Screenshot 25: Spanish-language IKS supplier iks61tv.com (see ENDNOTE 36, Part 3). Its listing of compatible rogue FTA receivers
names specific models, but compatibility is apparently not limited to them. The service claims any receiver that supports plugins
CCcam or NEWcamd is compatible. Indeed, according to this page of the iks61tv.com website, “in general, any receiver” that can
support an Ethernet connection is compatible.
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Screenshot 26: Rogue FTA product specifications at electronics vendor casawireless.com.py in Paraguay (see ENDNOTE 37, Part
3). Support for IKS and SKS is openly stated.

Screenshot 27: Rogue FTA product specifications at electronics vendor madridcenter.com in Paraguay (see ENDNOTE 37, Part 3).
Support for IKS and SKS is openly stated.
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Screenshot 28: Rogue FTA product specification at electronics vendor mcdigitalchile.cl in Chile (see ENDNOTE 39, Part 3). The
price of one of the rogue FTA receivers includes a 12-month IKS subscription.

Screenshot 29: Rogue FTA product warning at online marketplace mercadolibre.com.ar (see ENDNOTE 41, Part 3). The vendor at
this site notes that, according to the marketplace’s rules, no equipment that allows free viewing of pay-TV can appear on the site and
that only legitimate free-to-air equipment is sold. Customers with questions about satellite TV are directed to find answers on the web.
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Screenshot 30: Rogue FTA product update for IKS on social media (see ENDNOTE 42, Part 3), posted by the vendor on
mercadolibre.com in the previous screenshot.
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APPENDIX III

DEFINITIONS OF NON-IP CYBERCRIME ELEMENTS
OF FTA SERVICE THEFT
From Conference of Justice Ministers of Ibero-American Countries227
“Unauthorized Access to Systems
Define as a criminal offense unauthorized access to a computer system that is accomplished by thwarting the security measures
established to prevent it.
Consider as a criminal offense access to a computer system that exceeds permissions.”
“Misuse of Devices
Define as a criminal offense the production, importation, sale, facilitation, [or] procurement for use of devices, including computer programs,
as well as passwords or access codes, specifically intended for the commission of the crime of unauthorized access to systems or the crime
of damage to computer data and damage to information systems.”
“Computer Fraud
Define as a criminal offense conduct consisting of manipulating the inputting, processing, or output of the data of an information
system by means of information and communications technologies, and by taking advantage of a computer operation, to the
detriment of a third party and for profit.”
From Council of Europe, Convention on Cybercrime228
“Article 2 – Illegal access
Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its domestic
law, when committed intentionally, the access to the whole or any part of a computer system without right. A Party may require that
the offence be committed by infringing security measures, with the intent of obtaining computer data or other dishonest intent, or in
relation to a computer system that is connected to another computer system.”
“Article 3 – Illegal interception
Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its domestic
law, when committed intentionally, the interception without right, made by technical means, of non-public transmissions of computer
data to, from or within a computer system, including electromagnetic emissions from a computer system carrying such computer
data. A Party may require that the offence be committed with dishonest intent, or in relation to a computer system that is connected to
another computer system.”
“Article 6 – Misuse of devices
1. Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences 		
under its domestic law, when committed intentionally and without right:
a. the production, sale, procurement for use, import, distribution or otherwise making available of:
i. a device, including a computer program, designed or adapted primarily for the purpose of committing any of the 			
offences established in accordance with Articles 2 through 5;
ii. a computer password, access code, or similar data by which the whole or any part of a computer system is capable of
being accessed,
with intent that it be used for the purpose of committing any of the offences established in Articles 2 through 5; and
b. the possession of an item referred to in paragraphs a.i or ii above, with intent that it be used for the purpose of
committing any of the offences established in Articles 2 through 5. A Party may require by law that a number of
such items be possessed before criminal liability attaches.
2. This article shall not be interpreted as imposing criminal liability where the production, sale, procurement for use, import,
distribution or otherwise making available or possession referred to in paragraph 1 of this article is not for the purpose of
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committing an offence established in accordance with Articles 2 through 5 of this Convention, such as for the authorised testing
or protection of a computer system.
3. Each Party may reserve the right not to apply paragraph 1 of this article, provided that the reservation does not
concern the sale, distribution or otherwise making available of the items referred to in paragraph 1 a.ii of this article.”
“Article 8 – Computer-related fraud
Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its domestic
law, when committed intentionally and without right, the causing of a loss of property to another person by:
a. any input, alteration, deletion or suppression of computer data,
b. any interference with the functioning of a computer system,
with fraudulent or dishonest intent of procuring, without right, an economic benefit for oneself or for another person.”
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227 COMJIB, Recommendation, pp. 2-5.
228 CoE, Convention, pp. 3-6.
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APPENDIX IV

CYBERCRIME
PROCEDURAL LAW
MEASURES
From Conference of Justice Ministers of Ibero-American
Countries229
“Article 6
SECURING MEASURES
Notwithstanding any other securing measures that may aid the
effective prosecution of the criminal offenses included within the
scope of this Agreement, the following specific measures may be
requested:
1.

Seizure and holding of computer systems or data 		
storage media.

2.

Affixation of stamps or seals on and the prohibition 		
of use of computer systems or data storage media.

3.

Order for the immediate preservation of data under 		
the control of third parties.

4.

Copying of data.”

“Article 7

‘Order for the immediate preservation of data under the
control of third parties’ means the imposition of the duty
on private individuals or public or private entities to fully
conserve digital information that is under their control or
over which they have powers of disposition.
‘Copying of data’ means the exact reproduction of the
digital information collected by private individuals or public
or private entities.
‘Interception of communications through information
and communications technologies’ means the real-time
capture of the content of said communications without
interruption of the communications, as well as of the
associated traffic data.
‘Collection of traffic data’ means the capture of the
information relating to the origin, destination, route, time,
date, size, and duration of an electronic communication in
real time and when the communication takes place.
‘Access to information systems’ means entry into said
systems, including remotely.
‘Access to information contained in a device that allows
data storage’ means extraction of the information contained
in said device.
‘Handover of computer data and files’ means the transfer
of the information and documents in electronic format that
are under the control of private individuals or public or
private entities.”

INVESTIGATORY PROCEDURES
Notwithstanding any other investigatory procedures that may aid
the effective prosecution of the criminal offenses included within
the scope of this Agreement, the following specific procedures
may be requested:
1.

Interception of communications through 			
information and communications technologies.

2.

Collection of traffic data.

3.

Access to information systems.

4.

Access to information contained in a device that 		
allows data storage.

5.

Handover of computer data and files.”

In Article 2, the Agreement defines the terms used in Articles 6
and 7:
“‘Seizure and holding of computer systems or data storage
media’ means their physical control and securing by the
authorities.
‘Affixation of stamps or seals on and the prohibition
of use of computer systems or data storage media’
means their total blockage or the impossibility of their use,
including the freezing of virtual systems.
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229 COMJIB, Cooperation Agreement, pp. 2-3 and 5.
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APPENDIX V

LIST OF FREQUENT
ACRONYMS
AMERIPOL
Community of Police Forces of the Americas (Comunidad de
Policías de América)
BRICS
Brazil, Russia, India, China, South Africa
CLACIP
Latin American and Caribbean Community of Police Intelligence
(Comunidad Latinoamericana y del Caribe de Inteligencia
Policial)

SKS
Satellite key sharing
TOC
Transnational organized crime
UN
United Nations
UNTOC
UN Convention against Transnational Organized Crime
UNODC
UN Office on Drugs and Crime
WEF
World Economic Forum

CoE
Council of Europe
COMJIB
Conference of Justice Ministers of Ibero-American Countries
(Conferencia de Ministros de Justicia de los Países
Iberoamericanos)
FTA
Free to air
G8
Canada, France, Germany, Italy, Japan, Russia, U.K., U.S.
IberRed
Ibero-American Network of International Legal Cooperation (Red
Iberoamericana de Cooperación Jurídica Internacional)
IDB
Inter-American Development Bank
IKS
Internet key sharing
INTERPOL
International Criminal Police Organization
IP
Intellectual property
ITU
International Telecommunication Union
MLAT
Mutual legal assistance treaty
OAS
Organization of American States
OECD
Organisation for Economic Co-operation and Development
REMJA
Meetings of Ministers of Justice or Other Ministers or AttorneysGeneral of the Americas (Reuniones de Ministros de Justicia
u Otros Ministros, Procuradores o Fiscales Generales de las
Américas)
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